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N3Brne4yeHne AaHHbIX N3 YCTPOUCTB
non ynpasneHuem iOS.
DdunsnyecKum n nornyecKknm metoabl



3BrneyeHne gaHHbIX U3 IPhone

CopepxaHue

Kak coxpaHunTb yrnku
= [lencTBUSA Npu KOHUCKaLUUM YCTPOMUCTBA
» XpaHeHune KOHJUCKoBaHHLIX iPhone
Cnoco0bbl n3Bne4YeHnss JaHHbIX
= Jlornyeckoe naerie4eHme

= du3nyeckoe nU3BrieveHmne

= JloCTOMHCTBA U HEOQOCTaTKMU NOAXO0O40B



3BrneyeHne gaHHbIX U3 IPhone

OenctBua npu KOHpUCKaLuMm ycTpoucTsa

Ownob0oYHbIE AeNCTBUA:

= BespencrBue
YNukn MoryT ObITb YHUUYTOXEHbBI AUCTAHLMOHHON
KOMaHOoWn; (OOHOBbIE NPOLIECCHI MOTYT U3MEHUTb OaHHbIe

= BbIknoyeHne TenedoHa
OTkno4aeTcs AaTymK OTNeYaTkoB; pa3dbrokMpoBKa TOMBKO
PIN; He cpaboTatoT Lockdown-dannbi; otkntovaetcs Wi-Fi

= KoHTakT ¢ gaTt4yukom otnevyatkoB unu Face ID
HaTtunk Guometpuyeckon naeHtudpukaumnm (Touch ID, Face
ID) gonyckaeTt nuib 5 NOMbITOK, Nocrie Yyero 6rnokupyetca




[lepBble Warun

Kak coxpaHuUTb gaHHble

UTO HYXXHO caoenaTb, a Yero HM B KOeM criydae Henb3s genatb C
iPhone nocne nsvatmna?

* Henb3A BbIkN4aTb
= KaTacTpodUYeCKn 3aTPpyaHUT OOCTYnN
= Henb3s ocTaBnATb 6ecnpoBoAHOe NOAKMYEeHUE K CeTn

°  BO3MOXHOCTb ANCTAHLNOHHOW 6J'IOKI/|pOBKI/I yCTpOIZCTBa,
YHUYTOXEHNE OaHHbIX




[lepBble Warun

Kak coxpaHuUTb AaHHble: pPYKOBOACTBO K AeNCTBUIO

Bkntounte Ha iPhone pexum «B camoneTte»

[MepenpoBepsTe nonoxeHne nepekntodatenen Wi-Fi n Bluetooth

o OTKMNKOYUTE 3TU CETU BPYYHYIO, ECINU OHU BKIHOYEHbI

MogknounTe iPhone kK noptatTMBHOMY UCTOYHUKY NMUTaAHUSA

iI0OS 11.4.1: k nopTy Lightning MmoxHo nogkntounTte agantep USB

= MoXeT noMoudb U3bexaTtb BKITIOUEHUST pexnma orpaHmdyeHnin USB
= Tonbko anga iOS 11.4.1, BEpPOATHOCTb €€ NUCNOMb30BaHUS HMU3Kas

[MomecTuTe iPhone, NOgKNIOYEHHbBIN K UCTOYHUKY MUTAHUSA, B KNETKY
dapages

HE@



[lepBble Warun

cnonb3ynte BCTpoeHHOE 3apagHoe YCTPOUCTBO!
= M3onunpyeTt pagnoyacToThl

* cknovaeT BO3MOXHOCTb ANCTAHLMOHHOIO ANSPORT BAG
BITUAHUA

= YCTPOMCTBO ObICTPO paspsixaeTcs,
NCNOSb3YNTE BCTPOEHHbIN akKyMynaTop




[lepBble Warun

Kak COXPaHUTb AaHHbIe. NPpeaAOCTOPOXHOCTUN
» Touch ID: He npukacanTech K cCKaHepy OTnevaTkoB

> MHaye notepseTte 1 13 5 nonbITok pa3broknMpoBKM NO AaTYMKY
oTrneYaTKoB

= Face ID: B31B YCTPONCTBO B pYKK, yoeanTech, YTO B Nose 3peHus
paTtymkoB Face ID He nonagaeT HM 0gHO NULO

= Ecnu Bawe nuuo 6yaet 3axBavyeHo ckaHepoMm Face 1D, Bbl
notepsaete 1 n3 5 nonbIToK

= (O3HakoMbTECH C nNpaBunamMmu paboTbl BMOMETPUYECKMX METOLOB
pa30brIoKNMpPOBKN

= (O3HakoMbTeCh ¢ paboton cuctembl S.O.S. n eé nocneacTBUAMMU




3BrneyeHne gaHHbIX U3 IPhone

3anpeT 6HOKVIPOBKVI JKpPaHa PO
{ Settings  General
OTKNoYeHne aBToMaTNUYECKON BITOKMPOBKM Accessibilty
» Settings — General — Auto Lock — Never Usage
= [1Nns yCTPONCTB C NOSINTUKON Background App Refresh
MDM/Exchange MOXeT 6bITb HEBO3MOXHO
Auto-Lock 5 Minutes
= [opasgo npolle U3BneYb JaHHbIe Restrictions oft
= BO3MOXHOCTb CO3aHNA CBEXEN pe3epBHON Date & Trme
KOnunu
Keyboard

Language & Region

No SIM =

< General

1 Minute

2 Minutes
3 Minutes
4 Minutes
5 Minutes

Never

12:19

Auto-Lock

78% WL



3BrneyeHne gaHHbIX U3 IPhone

,D,aT‘-IVIK oTne4vyaTKkoB nalnbLeB 7 )
_— |
= Pa3bnoknMpoBKy 4aT4MKOM OTNEYaTKOB Herb3A UCMNOoSb30BaTh /14 | chese
ycTaHoBKM jailbreak Success

o

. D,aTLII/IK MOXHO UCMNOJ1Ib30BaThb.

o

Touch ID is ready. Your print can be
used for unlocking your iPhone.

iOS 11, 12, 13: poBepuTenbHble OTHOLEHUSI C HOBbIM
KoMnbtoTepom TpebytoT BBoaa PIN-koaa

iOS 8..10: yctaHoBNeHne goBepuTenbHbIX OTHOLLEHUI C
KOMMbOTEPOM

iOS 8..10: cosgaHune nokanbHOW pe3epBHON KOMuUn

Bce Bepcun: co3gaHne obnavyHom pe3epBHOM KoMK, NPOCMOTP J I
OaHHbIX HA caMoM yCTpouncTBe (Bkntodaa CBA3KY Krto4ven) S



3BrneyeHne gaHHbIX U3 IPhone

Ecnun uasecteH PIN nnu naponb 6510KMPOBKHK

3Has naponb 6rIOKUPOBKU, MOXHO: » —
* YcmaHosumes 008epumeribHble OMHOWEeHUS i l

seeee T 941AM 100% .

< Fingerprints

» Co3gaTb NoKanbHYH pe3epBHYH KOMUIO, paclundgpoBaTb | Pe—
keych a i n B Touch ID is ready. Your print can be

iOS 11/12/13
= CcOpPOCUTb Napofb Ha Pe3epBHYIO KOMUIO
" CMeHUTb naporsb K Apple ID

Continue

= Co3aaTb U cKavaTb 0bnayvHyo pe3epBHYO KOMUIo ‘
= Ckayartb iCloud Keychain, iCloud Photos, cnHxp. gaHHble

= OTKNoYnTL Briokmposky iCloud J
= YnpaenaTb ApyrmMun ycTtpomcTteamun Ha Tom xe Apple ID /¥



3BrneyeHne gaHHbIX U3 IPhone
HoBoe B iOS 13

= B obnayHble pesepBHble konuu B iCloud He nonagatoT
XYpHan 3BOHKOB U nctopus bpaysepa Safari

= Mapkepbl ayTeHTMdMKaumMm He MoryT ObIThb
MCNONb30BaHbl ANS:

= CkaumBaHmnsa obnavHbIx pe3epBHbIX KOMUi
= [locTyna Kk obnayHon CBs3Ke Krioyen
= [loctyna k coobweHusm (SMS/iMessage) B iCloud

o D,OCTyI'Ia K aHHbIM 3,D,OpOBbe




3BrneyeHne gaHHbIX U3 IPhone
HoBoe B iOS 13

» /IamMeHeHne nnmn yctaHoBKa napons Ha fIoKanbHYH0
pe3epBHY0 Konuio TpebyeT BBoAa koga b6roknMpoBku (Ha
camMOM YyCTPOUCTBE)

= MoxeT nomellaTb JIOT'M4EeCKOMY U3BJie4eHuno, ecrin
KoA4 6J'IOKVIpOBKVI HEN3BECTEH

= ObnayHble pe3epBHbIE KON codepxXKaTt eLlE MeHbLUEe

nHpopmaumn h




3BrneyeHne gaHHbIX U3 IPhone

Pexxum orpaHnyeHmnn USB

» Pexunm orpaHnyeHnn USB (USB restricted mode)
= BiOS 12 n 13 aktnuBupyetca cpasy nocrie 6y10KMpoBKM aKkpaHa

= Ecnn nonb3oBartesib He Nogkrto4varn akceccyapbl B NocregHne HeCKONbKO
AHEN

= MoXHO aKkTMBMpoBaTb BPYy4HYO (pexum SOS)
* [lonHocTtbto Gnokmpyet USB-nopT (BO3MOXHA TOMNbKO 3apsaaka)

= Cellebrite, GrayKey o6xogaTt 6nokmpoBKy NopTa Ha HEKOTOPbLIX MOAENSX



3BrneyeHne gaHHbIX U3 IPhone

MeToAabl na3snevyeHums AaHHbIX

O6navyHoe u3BrnevYeHue

= Apple ID/naposnb (4acTb gaHHbIX) UNKU MapKep ayTeHTUUKaUum (TonbKo
CUHXPOHUN3NPOBAHHbIE JAHHbIE)

= [1na gocTtyna K HEKOTOPbIM BMAaM OaHHbIX Heobxoaum Kog 6nokMpoBKM
ycTpouncTea (CBsaska kntoden, 3opoBbe, cCoobLEHNS)

= 3atpeboBaTtb Yy Apple (opaep)



3BrneyeHne gaHHbIX U3 IPhone

MeToAabl na3snevyeHums AaHHbIX

= O6nayvHoe M3Bne4YeHue
= PesepBHble konum
o CUHXPOHU3NPOBAHHbIE AaHHbIE
o 3awwundpoBaHHble faHHble (4na focTtyna Tpedyetcsa PIN ycTpoiicTea)
= Jlormyeckun aHanu3s
= PesepBHble konuu (¢ napornem unu 6e3); B pe3epBHbIX KOMMAX C NaposieM — YacTb CoaepXMmMoro CBs3KM KIo4ven
o Megua-annbl 1 OTKpPbITblE AaHHbIE NPUMOXEHUI
= XypHanbl crash logs
= ®duanyeckoe n3BrnevYeHue
= O6pas gannoBon cucTemsl

= [lonHoe cogepxumoe CBA3KM Kritoven (naponu, Mapkepbl ayTeHTUdUKaLmm)



3BrneyeHne gaHHbIX U3 IPhone

MeToAabl na3snevyeHums AaHHbIX

Jlornyeckoe nssnevyeHme NocpeacTBOM pe3epBHbLIX KONUN
= PesepBHasa KoONust MOXET ObITb 3alumndpoBaHa naponem
= 108 11/12/13 no3BonseTt cbpocuTtb napornb (Hy>keH PIN ycTponctsa)
= MeaneHHsbin nepebop (100 n/c Ha GPU); pe3ynbraT He rapaHTUpoOBaH
= [1ns cBA3KU C yCTPOMCTBOM MOXHO ucrnonb3oBaTtb lockdown-3anucu
= Pexum orpaHnyennn USB genaet normyeckoe nasnevyeHme HeBO3MOXKHbIM
= Heobxoonmo nogknounts iPhone k komnbtoTepy

= JTO He Bcerga yaaétcs (orpaHmnvenuns USB, PIN ans cBs3m ¢ KOMNbOTEPOM)



3BrneyeHne gaHHbIX U3 IPhone

MeToAabl na3snevyeHums AaHHbIX

Pusnyeckoe usBneyeHme
= Tpebyetca PIN/koa 6roKnpoBkM akpaHa

= M3BeCTHbIN Koa B6rIOKMPOBKM NO3BONNT 060MTK orpaHndeHmna USB 1 ycTaHOBUTL
CBSAA3b C KOMIMbOTEPOM

= TpebyeTtcs:
= [bxemnbpenk (MHOrouMCrneHHble CNOXHOCTU) NMBOo

= [10 ¢ npamMon akcnnyaTaumen Lenoykm ysa3smmMocTen (orpaHnYeHHast
nogaepxka ycrpomncte/sepcun i0S)



3BrneyeHne gaHHbIX U3 IPhone

MoxHo nu B3nomaTtb PIN/naponb 6510KUpoOBKN?

= CTapble ycTponcTea He paboTatoT
= [ocTtynHbl cTopoHHKUe cepuckl (Cellerbrite, GrayKey)
= OrpaHu4yeHust no sepcusim iOS 1 mogensm ycTpomncTs

o PesyanaT HEe rapaHTnpoBaH, AEeHbIM HE BO3BPALLAOTCA




IOS Forensics

B nepByto ouepeab 3anpocutb gaHHble Hanpamyo y Apple
= Heobxogumo cnegoBatb onpeaenéHHbIM
npouenypam
Information Requests = MHOro BpeMeHu Ha OTBET
OV » HeynoOHbI hopmaT AaHHbIX

6% @ Account Requests

= B0O3MOXHO, CBEXMX OaHHbIX B 0bnake HeT

= San-Bernardino case: nocnegHss pesepeHas
Konusi Bbina caenaHa HeCKObKO MecsueB Hasag




3BrneyeHne gaHHbIX U3 IPhone

[NpenBapuTenbHbIe
waru

Co3aaTb NoKarnbHYyH pe3epBHY KOMUIO

= [laxke ecnu YCTaHOBJ1€H NapoJib Ha pe3epBHYHO
KOnmto

= Acnonb3oBathb iIOS Forensic Toolkit

= Pasbnokuposatb npu nomowm PIN, gatynka
oTne4vatkoB, lockdown-danna

20



3BrneyeHne gaHHbIX U3 IPhone

NMpobrnemMbl MOOUNBHOU KPUMMUHANNCTUKMU

= Kak pasbnokmpoBaTb YCTPONCTBO?
= Kak 13Bneyb gaHHble U3 3abrIOKMPOBAHHOIO YyCTponcTea?

= Ecnn ycTponcTBoO pasbrnokMpoBaHo, Kak U3BMeYb MakCuMarnbHOEe KONMYeCTBO
NHdopMaummn?



3Bne4yeHne gaHHbiX U3 iIPhone

_ dusnueckuim aHanms Nornueckuiu aHanus O6nauHbIi aHanu3

BpemsaAsatpatbl

CBA3Ka Kaiouen

YaanéHHble ¢painnbl

YpanéHHble 3anucu SQLite

Bo3moXKHble npobaembl

35-180 muHyT
(B 3aBMCMMOCTM OT Mmogenu)

Oa

Het

Oa

Jailbreak;
PIN/naposib 6/10KMpOBKM

MuHyTbI (6€3 napons uav Naponb 0-4 yaca (B 3aBUCUMOCTM OT
N3BECTEH) CKOPOCTU COeAUHEHUA U
HeuseecTHO (HeM3BECTHbIM NApPOb) 06bEMaA AaHHbIX)

Het (pe3epBHas konus 6e3 napons) [a * OTgenbHbIli cepBUC
[a (pe3epsHana Konus c Nnaposiem) iCloud Keychain, TpebyeTtcsa

Kog, 6/10KMPOBKU

Her [Ona HeKoTopbIX TUNOB
BAHHbIX
(doTo: no 30 gHelt)
Oa Oa
HensBecTHbIV Napo/b, HU3KaA CKOPOCTb [ByxdpaKTopHasn
BOCCTAHOB/IEHUS; ayTeHTUdUKauma;
Tpebyetca PIN/naponb 610KMpPOBKM yBeaoMAeHne
YCTPOKCTBA A/15 CBA3M C KOMMbIOTEPOM, nosib3osatensa no email

cbpoca NaposiA Ha pPe3epPBHYHO KONWo;
iOS 13: ycTaHOBKa Napo/iA Ha pe3epBHYHO
Konuto TpebyeT BBOAA KoZa 6/10KMPOBKHM
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13Bne4yeHune ,EI,aHHbIX n3 iPhone
I e s

Pe3epBHas KonuA ycTpoiicTBa [a (6onblue gaHHbIX) [a (KoNMyecTBo AOCTYMHbIX AaHHbIX

60/1bLe B pe3epBHbIX KOMUAX C Maposiem) (MeHbLIJe [OaHHbIX B
CPaBHEHUU C IOKa/IbHOM
pe3epBHOW Konuet)

CoobeHua (SMS, iMessage) Oa Oa Ecnu BknoueHa 2FA,
M3BecTeH Koa 610KMPOBKU

CoobueHua Email Oa Her Her

[aHHble CTOPOHHMX NPUNOXKEHUN Oa HeKoTopble HekoTtopble

23



Jlornyeckoe n3sneyeHmne naHHbIX

[JocTouMHCTBaA MeToAa

CambI NPOCTON U HAAEXHbLIN MeTo
XopoLlo nu3ydeH, nogaepmsaetcst 60bLLMHCTBOM UHCTPYMEHTOB
[ocTynHa 6onbluas YacTb MHopMaLnm

MoXXHO paclundpoBaTb «CBA3KY KINHOYE», B KOTOPOWN XpaHATCSA Naponu
nonb3oBaTens

B iOS 11/12/13 MOXHO cOpoCUTL Naposib K pe3epBHON kKonuu (ecnu
nssecteH PIN/naponb 6510KMpOBKM YCTPONCTBA)

[Mpeablgywmne Bepcumn i0OS MoxHO obHoBUTL Ao I0S 12/13 (TpebyeTcs
PIN/naponb 6noknposkmu)



Jlornyeckoe n3sneyeHmne naHHbIX

YTo nonagaeT B pe3epBHYIO KONUIO

* JlokanbHas pe3epBHasa KOMUS COOEPXUT:

NcToputo 6paysepa Safari,
CTPaHuLbI, 3aKagKu

KoHTakTbl, y4ETHbIE 3anncy,
3aMeTKuU

[Maponun B cBa3ke kro4ven keychain

[aHHble NPUNOXEHNN, JOKYMEHTHI,
KHUIN

[aHHble Wallet

cTopnio mecTtononoXxeHus

doTO 1 BUAEO (ECNU HE BKITHOYEH
iCloud Photo Library)

TekcToBble coobweHnsa (SMS,
MMS, iMessage)

cToputo nepennckn ans
HEeKOTOPbIX NporpaMmm
MrHOBEHHOro oobmeHa
CcoOOLLEHNAMMU

>KypHarn 3BOHKOB

A mHoroe gpyroe



Jlornyeckoe n3sneyeHmne naHHbIX

He TonbKo pe3epBHble Konuu!

Jlornyeckoe nsBneyeHme — 3To He TONbKO pe3epBHbIE KOMNA

[MogpobHasa nHpopmaumnsa o6 ycTponcTee, nonb3osarere, CNUCOK
YCTaHOBIIEHHbIX MPUITOXKEHNI

Menowna-gannbl: doTo 1 BUAEO (Yepes OTAENbHbIN MEXAHU3M, AaXe eCcnn
YCTaHOBSIEH NAPOSib Ha PE3EPBHYIO KOMUIO)

dannbl NpunoXxeHun (KHUrK, ookymeHTol, Bl MeHekepoB naponen n ap.)
KpaL-norn cuctembl U NPUNOXeHUn

Ctapsble Bepcumn iOS: npakTUYeCcKn NoriHoe coaepmumoe cmapTtdoHa



Jlornyeckoe n3sneyeHmne naHHbIX

UYto HE nonagaeT B pe3epBHYIO KOMUIO

* B nokanbHyl pe3epBHYIO KOMUIO He nonaaaert:

BpemeHHble dannbl 1 kaw bpaysepa
[laHHbIE NPUNOXEHNI, ONA KOTOPbIX 3anpeLleHO pe3epBHOEe KONMpoBaHme

WAL (write-ahead logs) u freelists ans npunoxeHuin, CNONb3YyHOLLMX
SQLite

PaclunpeHHasa nctopmst MECTOMOSTOXKEHUS
OnNeKTpoHHada noyvta (CooOLLEHUS, BIOXEHUS)

cTopua nepennuckn ans MHOrMx nporpamMmm MrHOBEHHOro obmeHa
COOOLLEHNAMU

[laHHble Home n Screen Time



Jlornyeckoe n3sneyeHmne naHHbIX

HepocTtaTku n orpaHuyeHus

YCTPOUCTBO HYXXHO pa3brnokupoBaTth (naponem, oTrneyaTtkom nanbua, npu
nomowm lockdown-canna)

i0S 11/12/13: TpebyeTca naponb GNOKMPOBKK ycTpoucTBa!
= B HeKoTopbIX Criydasx MOXeT ncnornb3oBaTtbcs lockdown-dgoann
Pe3epBHas konusa MOXeT 6bITb 3alumndpoBaHa
= [lpn HEBO3MOXHOCTU cbpoca naponga TpebyeTca anutensHbin nepebop
= CKopocTb nepebopa 4pesBblHanHO HU3Kas

OrpaHn4veHHbIn Habop AaHHbIX



Jlornyeckoe n3sneyeHmne naHHbIX

HepocTtaTku n orpaHuyeHus

= jOS 11

= Cpok genctsus lockdown-garnna orpaHuyeH (14 gHein?)
= jOS 11.4+:

= Cpok gencteusi lockdown-dgaimnna 7 cyTok

= [lopTt goctyna Lightning Gnoknpyetcs; ganbHenwmne gencteme
HEBO3MOXHbI 6e3 napons 6roKMpPoBKK



Jlornyeckoe n3sneyeHmne naHHbIX

[Maponb Ha pe3epBHYHO KONUKO

« Ecnu 3agaH napornb Ha pe3epBHY0 KOMUIo

HesawudpoBaHHble AaHHbIEe He NokuaarT annapart! *

« Bcé wudpoBaHmne nponcxoauTt BHYTpKU ycTponcTtea (iPhone, iPad)

e iTunes NpoCTO nony4aet 3awndpoBaHHbIN NOTOK JAHHbIX

« HeT cnocoba nepexBaTb He3aWM@PPOBAHHLIE JAHHbIE, MOCKOSbKY UX MPOCTO HET
« Ecnu naponb HeEM3BECTEH, Er0 HEBO3MOXXHO NPOCTO «COPOCUTLY

* Hekomopasi uHghopmauusi 8cé xxe docmyriHa: cepuliHbit Homep, eepcus iOS u m.o.



Jlornyeckoe mnasnedyeHme naHHbIX

i0S 11/12/13: copoc napons pe3epBHOUN KONMUU

iOS 11/12/13 nosBonsieT cOpoCUTb Naposib Ha pe3epBHbIe
Konmm

BnunsieT Tonbko Ha BHOBb CO3/laBaeMble Pe3epBHble
KOMWK, HO HE Ha YXXe MMeloLmecs

Pasbnokupynte iPhone

Settings > General

Haxxmute Reset

Haxxmunte Reset All Settings

Beeaute naposnib 6GoKMPOBKN YCTPONCTBA
Mpegbiaywyto Bepcuto i0S MoXXHO 0OHOBUTL 40 12

HeBo3amoXHO, eCTb ycTaHOBMEH naporb Ha Restrictions /
Screen Time

ol MTS RUS LTE @)

£ Settings

12:37

General

</ 88 % )

About

Software Update

Language & Region

Dictionary

iTunes Wi-Fi Sync

VPN

Regulatory

Reset
—

Shut Down

Connected

his will reset all settings and your Apple Pay cards
will be removed. No data or media will be deleted

Reset All Settings

Cancel
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Jlornyeckoe n3sneyeHmne naHHbIX

Lockdown-3anucu (cannbl)

iTunes ncnonb3yeT pairing-3anucu ans
NOeHTUMKaLMM OOBEPEHHOIO
KOMMblOTEPA

[1o0BEPEHHLIN KOMMNBIOTEP MOXET
co3gaTb Pe3epBHYIO KOMUIO

HeT HeobxoanmocTu pasbnoknpoBaTtb
YCTPOWUCTBO, HO OHO AOSTKHO BbITb
pa3bnaokMpoBaHo XOTs Obl pas nocne
BKIMHOYEHUNA

i0OS 4 no 8.2
= Cepsucel file_relay, afc, house _arrest

= MoXXHO gocTaTb NPakTUYEeCKU BCE, Aaxe
€CINnK KNYEeHO WndpoBaHne pe3epBHbIX
KOMun

iOS 8.3 n bonee HOBbIE

= Pe3epBHble KONUKU, Meana-gannsol,
OOKYMEHTbI, MHbopMaums ob
yCTpoOnCTBeE



Jlornyeckoe n3sneyeHmne naHHbIX

Y10 ecnn...?

Lockdown-3anuce yxxe He paboTaeT (CpoK AENCTBUS UCTEK?)
» Lockdown-3anunchb y>xe HeBO3MOXXHO MCMONb30oBaThb AN ayTeHTUukaumm
» [lonpobynte pasbnokmpoBaTb APYrMM Ccrocobom

CuTyaumsa ¢ «xXxonoaHown 3arpy3komn»

= PasbnokupymnTte yCTpOMCTBO XOTH Obl pa3, 4TOObl OHO MOIMO MNPUHUMATb
pairing-3anuncu

Ecnu onunsa Encrypt iPhone backup BKrtoveHa, HO Naposib BaM HEM3BECTEH
» [laposb Hemnb3d NOMEHATb, He 3Hasi CTapbIn

= Bcé paBHO coenante pe3epBHYO KOMNUKD, NOTOM MNOMbITanTeCb BOCCTAHOBUTL
naponb



Jlornyeckoe n3sneyeHmne naHHbIX

Ucnonb3yemMble UHCTPYMEHTbI

Apple iTunes anga yctaHOBKM ApanBepoB A9 CBA3M C YCTPOUCTBOM

Elcomsoft iOS Forensic Toolkit ons cosgaHnsa pesepsHoOM Konun

Elcomsoft Phone Breaker ons Banoma napons; ans paclumdopoBKM pe3epBHON
KOnun; ons npocMoTpa CBA3KM Krtoden keychain

Elcomsoft Phone Viewer ans npocmoTtpa gaHHbIX N3 pe3epBHOMN KOMUK



[leMoHcTpauus

Jlornyeckoe naBrneyeHue

[MocnegoBaTenbHOCTD LUAroB:
= [lony4yeHune nHdopmaummn o6 ycTponcTsee
= Co3sgaHue pe3epBHOM Konnu

*  |AI3BneyeHne meana-gannos n pannos
NPUITOXKEHUN

* |A3BrieyeHune xypHanos crash logs

®  ® - ElcomSoft — Toolkit.command — tee « Toolkit.command — 80x33

Welcome to Elcomsoft i0S Forensic Toolkit
This is driver script version 4.0/Mac for 64bit devices

(c) 2011-2018 Elcomsoft Co. Ltd.

Device connected: John’s IPhone 7
Hardware model: D1@1AP
Serial number: DNPSG612HG7L

i0S version: 11.0.3

Device ID: 8552be27f245010e8ff46771alf5dfbe7e03a80c

Please select an action

Logical acquisition
I DEVICE INFO
B BACKUP
M MEDIA
S SHARED
L LOGS

Get basic device information

Create iTunes-style backup of the device

Copy media files from the device

Copy shared files of the installed applications
Copy crash logs

Physical acquisition
D DISABLE LOCK
K KEYCHAIN
F FILE SYSTEM

X EXIT

>:

Disable screen lock (until reboot)
Decrypt device keychain
Acquire device file system (as TAR archive)
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[leMoHcTpauus
UHdopmauma o6 iPhone

= CrTeneHb getanusaummn 3aBUCUT OT
cntTyaumnn
= MHoOXecTBO BApPMaHTOB.

= BFU: YctpoucTtso cpasy nocne
nepesarpysku (Npu HanMumMm nnm
oTcyTcTBUM lockdown)

= AFU: YctponcTtso Obinio pasbrnokmupoBaHo

X0TS Obl pa3 (npu HaNnM4YUKM Unu
oTcyTcTBUM lockdown)

®  ® - ElcomSoft — Toolkit.command — tee « Toolkit.command — 80x33

|

| Welcome to Elcomsoft i0S Forensic Toolkit

| This is driver script version 4.0/Mac for 64bit devices
|
|
|

(c) 2011-2018 Elcomsoft Co. Ltd.

Device connected: John’s IPhone 7

Hardware model: D1@1AP

Serial number: DNPSG612HG7L

i0S version: 11.0.3

Device ID: 8552be27f245010e8ff46771alf5dfbe7e03a80c

Please select an action

Logical acquisition

I DEVICE INFO - Get basic device information

B BACKUP — Create iTunes-style backup of the device

M MEDIA - Copy media files from the device

S SHARED — Copy shared files of the installed applications
L LOGS - Copy crash logs

Physical acquisition
D DISABLE LOCK - Disable screen lock (until reboot)

K KEYCHAIN — Decrypt device keychain

F FILE SYSTEM - Acquire device file system (as TAR archive)
X EXIT
>:

36




[leMoHcTpauus

Device Info u Lockdown

HeTt 3anncu lockdown:

= BFU:

6a3oBas nHdopmaums
= AFU:

6a3oBas nHdopmaums

EcTtb 3anuck lockdown :

= BFU:
pacwupeHHas uHdopmMauus

= AFU:
paclmpeHHasa nHopMauns 1 CNMcok
YCTAHOBJIEHHbIX NPUSIOKEHUN

®  ® - ElcomSoft — Toolkit.command — tee « Toolkit.command — 80x33

Welcome to Elcomsoft i0S Forensic Toolkit
This is driver script version 4.0/Mac for 64bit devices

(c) 2011-2018 Elcomsoft Co. Ltd.

Device connected: John’s IPhone 7

Hardware model: D1@1AP

Serial number: DNPSG612HG7L

i0S version: 11.0.3

Device ID: 8552be27f245010e8ff46771alf5dfbe7e03a80c

Please select an action

Logical acquisition

I DEVICE INFO - Get basic device information
B BACKUP — Create iTunes-style backup of the device
M MEDIA - Copy media files from the device
S SHARED — Copy shared files of the installed applications
L LOGS - Copy crash logs
Physical acquisition
D DISABLE LOCK - Disable screen lock (until reboot)
K KEYCHAIN — Decrypt device keychain
F FILE SYSTEM - Acquire device file system (as TAR archive)
X EXIT
>:
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Jlornyeckoe n3sneyeHmne naHHbIX

Pe3epBHble KOnNUM U naponu

B pesepBHOM KON ¢ naposiem
OOCTYMHO Donblue AaHHbIX

YcTaHoBMTE Naporb Ha pe3epBHYIo
KOMWIO Nepep, U3BnedYeHnem

B iOS 13 ans atoro HyXeH koA
OrIOKMPOBKM YCTPOMCTBA

B pesepBHbIX kKonuax 6e3 napons
coaepxunmoe CBA3KM KIoHen
3almngpoBaHo annapaTtHbIM KITHo4OoM

‘i‘C1)283!,:orensic Toolkit yctaHOBUT naponb

® [ ) ElcomSoft — Toolkit.command — tee « Toolkit.command — 80x33

Welcome to Elcomsoft i0S Forensic Toolkit
This is driver script version 4.0/Mac for 64bit devices

|
|
|
|
| (c) 2011-2018 Elcomsoft Co. Ltd.
|

Device connected: John’s IPhone 7

Hardware model: D101AP

Serial number: DNPSG612HG7L

i0S version: 11.0.3

Device ID: 8552be27f245010e8ff46771alf5dfbe7e@3a80c

Please select an action

Logical acquisition

I DEVICE INFO - Get basic device information
B BACKUP - Create iTunes-style backup of the device
M MEDIA - Copy media files from the device
S SHARED — Copy shared files of the installed applications
L LOGS - Copy crash logs
Physical acquisition
D DISABLE LOCK - Disable screen lock (until reboot)
K KEYCHAIN - Decrypt device keychain
F  FILE SYSTEM - Acquire device file system (as TAR archive)
X EXIT
>: I



Jlornyeckoe n3sneyeHmne naHHbIX

dannbl NPUNOXEeHUN

= ®aiinbl, 4OCTYMNHbIE Yepes3 UHTepdeNnc
iTunes File Sharing

» MoryTt cogepxatb gokymeHTbl PDF
(iBooks), Bl c naponsmu

» He 3awumwwatotrcs naponem Ha
pe3epPBHYHO KOMUIO

= [lpyron mexaHuam gOCTyna B
CpaBHEHUN C pe3epBHbLIMU KOMUAMMU

= EIFT: nssnekaet makcumanbHoe
KONMMYEeCcTBO JaHHbIX

=  blog.elcomsoft.com/2018/02/get-ios-
shared-files-without-a-jailbreak/

L O [ Shared
< sBom 2 % 2?2 & a o #v Qseart
| Shared
Favorites Name ~  Date Modified Size Kind
¢ iCloud Drive » [ co.visualsupply.cam 5:10 PM --  Folder
@ D, » | com.adobe.Adobe-Reader 5:08 PM -- Folder
» | com.dataviz.DocsToGo 5:09 PM --  Folder
{0 Desktop > [ com.dji.pilot 5:10 PM -~ Folder
22 Dropbox » [ com.gl9.markdowns 5:10 PM --  Folder
» [ com.handle.app.mail 5:09 PM --  Folder
8 Recents
0 Downloads » [ com.mapswithme.full 5:07 PM --  Folder
B Creative Cloud... » [ com.microsoft.Office.Excel 5:10 PM --  Folder
» [ com.microsoft.Office.Powerpoint 5:10 PM --  Folder
@ AirDrop » [ com.microsoft.Office.Word 5:10 PM -- Folder
:/.‘\: Applications » || com.readdle.ReaddleDocsl|Pad 5:08 PM --  Folder
» [l com.strava.stravaride 5:09 PM --  Folder
Devices » [ com.wearezeta.zclient.ios 5:10 PM --  Folder
[ Vladimir’s Mac... » [ net.doo.scanbot 5:08 PM --  Folder

O Remote Disc

_— & Macintosh HD > [# Users > % ElcomSoft > Shared > "1 com.jflan.MiniKeePass
e

1 of 15 selected, 280.44 GB available
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https://blog.elcomsoft.com/2018/02/get-ios-shared-files-without-a-jailbreak/

[leMoHcTpauus

OdanbHeWwue Wwaru

CosgaHune pe3epBHOM KONum
3agaHne napons, ecnv naposb NycTomn

N3BrneyeHne meana-cgannos, dannos
NPUNOXEHUN 1 XypHanos crash logs

[MpocmoTp B Elcomsoft Phone Viewer

®  ® - ElcomSoft — Toolkit.command — tee « Toolkit.command — 80x33

|

| Welcome to Elcomsoft i0S Forensic Toolkit

| This is driver script version 4.0/Mac for 64bit devices
|
|
|

(c) 2011-2018 Elcomsoft Co. Ltd.

Device connected: John’s IPhone 7

Hardware model: D1@1AP

Serial number: DNPSG612HG7L

i0S version: 11.0.3

Device ID: 8552be27f245010e8ff46771alf5dfbe7e03a80c

Please select an action

Logical acquisition

I DEVICE INFO Get basic device information

B BACKUP — Create iTunes-style backup of the device
M MEDIA - Copy media files from the device
S SHARED — Copy shared files of the installed applications
L LOGS - Copy crash logs
Physical acquisition
D DISABLE LOCK - Disable screen lock (until reboot)
K KEYCHAIN — Decrypt device keychain
F FILE SYSTEM - Acquire device file system (as TAR archive)
X EXIT
>:
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Jlornyeckoe mnasnedyeHme naHHbIX

Kak copocutb naponb pe3epBHON KONMUU

i0S 11/12/13 no3sonsoT cOpocUTb Naporb K TS

pe3epBHON KOMNUN

» Pasbnokupynte iPhone nocpeactsom Touch ID, Sottare Upae
Face ID unu koga 6noknpoBku

+ Settings > General

* BHuzy akpaHa HaxmuTe Reset
« Haxwmute Reset All Settings

» Beeowute kog 6nokMpoBKKN yCTpoUCTBa Ang o

Reset All Settings

NoOATBEPXKAEHUS

Cancel
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Jlornyeckoe mnasnedyeHme naHHbIX

Kak copocutb naponb pe3epBHON KONMUU

Ncnonb3oBaHne cbpoca vepes “Reset All Settings” o
cbpocuT cneaytowme gaHHbIe:

About

= Kop 61MOKMPOBKM YyCTPOMUCTBA:

Software Update

= yAanalTcA TpaH3akuum Apple Pay, nouta  wesesrse
Exchange, yacTb opyrmx gaHHbIX

n HeKOTOpble HaCTpOMKM aKpaHa Tunes Wi-Fi Sync

VPN Connec ted

= [Naponu Wi-Fi (HO ocTanbHoOe cogepXxnmoe
CBS3KM Kroven He yaanseTcsl)

moved. No data or media will be deleted.

Reset

u ComappIeWIflpllst == Reset All Settings

Shut Down

Cancel

= [Mapornb Ha pe3epBHYIO KONUIO B iTunes
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dunsnyeckoe nisrnedyeHme daHHbIX

18:35 ol T
Yero HeT B pe3epBHbIX KONUAX | |
< Back Florence Tuscany Edit
Mpu nomowwm chusanyeckoro aHanmsa MOXHO U3BneYb Florence °

eria
Onewn@tmmm @ Gherardesca

1a Bronzind 11 Grande Mugso
i del Dugeo @

@ Museo Casa

=  |AcTOpMs MECTONONOXEHUS s s

Q UffiziGallery,

AOMOSNTHUTENbHYI0 MHOPMALIMIO

Piazza
Torquato Tasso

=  [loyTta
o BoboliGardens

= [laHHble 300p0BbA

Legal Oistituto a'arte

Rivoire
L ﬂaHHb|e Home 9 visits since 23 March 2018
Pratellgsi Gianni

. ,D,aHHble 3KpaHHOFO BpeMeHM 5 visits since 20 March 2018
; 2 vt s 2 pare 2018
- COXpaHeH Hble PUSh_yBeﬂOMneHMH Firenze Santa Maria Novella
u D'aH H ble S p0t| |g ht Gastronomia Luca Cassata
2 visits since 20 March 2018

= KSLU n CHUNNeTbI KJ'IaBI/IaTypr ?\hietsa di fﬂar’LGii\;e:]r:gi Battista
»  Cnucok ycTpoiicTts Bluetooth Porks  Shaghetieria Paninoteca
Via Faenza

=  OCHOBHbIE AaHHbIE U KLU NPUITOXKEHUI

Via del Pratello

izpamensk @

18:34 v o T e
< Back Moscow Moscow Edit
,Dedovsk “otradnoye o
abino®
o
Krasnogorsk O
7 ascow
Jinskoye @%
(S ]
enskoye oNaéoivancvskoye °
dintsovo_ ofarechye
@]
Lesnoy Gorodok
& Mosrentgen

° Razvilk
Mnsknvekiv °

Home
56 visits since 24 January 2018

Onma-lpecc NHsect, OO0
23 visits since 26 January 2018

Apt T
16 visits since 3 February 2018

Vnukovo International Airport
10 visits since 24 February 2018

UTEYIG

10 visits since 12 February 2018

TpeitgmapkeT, 000
8 visits since 4 February 2018

CTonuyHbIiA MpoMbiwneHHbIM Cotos, 000
7 visits since 15 February 2018

Kulinarium
3 visits since 8 April 2018

Mikliikha-Maklava iilitaa 49



dunsnyeckoe nisrnedyeHme daHHbIX

Yero HeT B pe3epBHbIX KONMUAX

» [laHHblE NPUIIOXEHNW, ONSI KOTOPbIX 3anpeLleHo
pe3epBHOE KONMMpoBaHue

=  Bce 3anucm CBA3KM KIoYen, BKNYasa 3aLlULLEHHbIe
» CraTtucTtuka 3arpyskm CPU

= CTaTuUCTMKa NCMNOSb30BaHMA akkyMynsaTopa

* |Acnonb3oBaHWe OaHHbIX N CETEBLIX PECYPCOB

»  MHoroymncrieHHble noru

» Jlor akTMBHOCTU NPUNOXEHNN
= SHM n WAL gnsa scex B[l SQLite



dunsnyeckoe nisrnedyeHme daHHbIX

[JocTouMHCTBaA MeToAa

=  MakcumarnbHO NOMHbIN AOCTYN K AaHHbIM, y,D,O6HO
MOHTUPOBATb N aHAITMN3NPOBAaTb

» [louTa, neperimcka Bo BCEX MNnporpamMmmMax
MIrHOBEHHOIo obMeHa coobLEHNSIMU

" ,D,OCTyI'I K aHHbIM BCEX np|/|n0>|<eH|/u‘/'|
" PacmmpeHHaﬂ NCTOPUNA MECTOINOJTIOXKEHNA

» JleTanbHas NCTOPUA NCIOoJ1Ib30BaHUA Teﬂe(bOHa

* MoxHo nonHocTbio pacwudpoBaTtb CBA3KY
krnto4yen (keychain)



dunsnyeckoe nisrnedyeHme daHHbIX

OrpaHunyeHunsa metopa

= Tpebyetcs jailbreak
» Tpebyetcs PIN/napornb 6noknpoBku

= Jailbreak poctyneH paneko He ansa Bcex nrnatdopm u
Bepcuu iOS

= iOS 11.4.1 — nocnegHAa Bepcusi ¢ nNonHoueHHbIM jailbreak

= jOS 12.0..12.4 — BO3MOXHO nosiydeHue root-npas (+ssh),
OocTaTouvHO Anst n3snedveHnsa dannoBom CUCTEMBI

= [Ina sepcun iOS 12.3, 12.3.1, 12.4.1 pxennbpenika
HeT




dunsnyeckoe nisrnedyeHme daHHbIX

dusunyeckoe n3BrnevyeHme: TpedboBaHus

Bbl 3HaeTe nacckopn

Wnun nacckog He ycTaHOBMEH

Nnun yctponcTteo He 3abrnoknpoBaHo

Jailbreak moxeT 6bITb yCTaHOBMEH

YcTaHOBKa HenpocTas 1 He Bcerga BO3MOXHa

Tpebyetca nacckonq

locToMHCTBA

Ha Bbixoge — 06pa3 ¢annoBon CUCTEMBI,
paclumngpoBaHHas Cesska Krtoyen

PacwmndposbiBatoTcst 8ce 3anucu B CBA3KE KNHOYen

Guaranteed (short) timeframe



dunsnyeckoe nisrnedyeHme daHHbIX
TpebyeTcs jailbreak

Heobxoaum B3n1om ycTpoucTBa
» Jailbreak ncnonbsyet HangeHHbIE yS3BMMOCTU
» YcTaHoBKa jailbreak — kOMMneKkcHbIN NPOLIECC; pe3ynbTaT He rapaHTUPOBaH
»  Vogndomkaums CUCTEMHOrO pasaena v pasgena gaHHbIX
=  Puck nonyyeHnsa HepaboTocnocobHOro ycTpomncTaa
= BiOS 10..12 puck MuHMMarneH; B ctapblx Bepcusx iOS pucK NOBbILLEHHbIN
= [1nga yctaHoBkM jailbreak Tpebyetcs PIN/naponb 6noknpoBku
= [lpu ycTtaHOBKe Heobxoammo npegoctaBuTb iPhone goctyn Kk IHTepHeT

= BosmoxHa yaanéHHas 6rokMpoBKa yCTPOMUCTBa, YaanéHHoe YHUUTOXEHNE NHGopMaumnm



dunsnyeckoe nisrnedyeHme daHHbIX

OcobeHHOCTU B 64-pa3pagHbIX yCTpoOUcTBax

= TpebyeTtcsa jailbreak
= iOS 12/13: nopt Lightning moxeT 6bITb 3abnoknpoBaH cpasdy nocrne 6roKMPOBKN aKpaHa

=  3kpaH YCTPOWCTBa OOIMKEH OCTaBaTbCs Pa3bnokMpoBaHHbLIM B TeYEHME BCEro npoLecca
N3BMNEeYEeHUs AaHHbIX

* B npoTMBHOM cry4ae 4YacTb JaHHbIX BygeT HegocTynHa
» 3Bnekaetcs obpas dannoBom CMCTEMbI
» [lankn n pannsl B Buae TAR apxusa
» [JlaHHble NpUIIOXeHU, NoYTa, pacluMpeHHbIe JaHHbIe MECTOMONOXEHNS
= PacwundpoBaTtb CBA3KY KNHOYEN MOXHO NONHOCTbLIO, BKtovasa 3anucu ThisDeviceOnly

= MeTog onTUManNbLHO pa60TaeT B coYyeTaHUu C niIorn4eCKkmm mn3Bried4eHnemMm AaHHbLIX.



dunsnyeckoe nisrnedyeHme daHHbIX

Ucnonb3yemMble UHCTPYMEHTbI

®aun c jailbreak gnsa Bepcum yctponucrtea n i0OS

Cydia Impactor gns yctaHoBku jailbreak

OpHopasoBas y4éTHas 3anucb Apple ID ana umdposon nognucu jailbreak
(AnbmepHamuea) https://ignition.fun

Elcomsoft iOS Forensic Toolkit ans nseneyeHns n pacwmndpoBKn AaHHbIX



e M O I I C I p a Ll M ﬂ ® ' ® < ElcomSoft — Toolkit.command — tee « Toolkit.command — 80x33

Welcome to Elcomsoft i0S Forensic Toolkit

|
|

nocneno BaTen bHOCTb LIJarOB i This is driver script version 4.0/Mac for 64bit devices
|

(c) 2011-2018 Elcomsoft Co. Ltd.

" D OTKJ-”'OLIeHme 6-nOKVIpOBKVI 3KpaHa Device connected: John’s IPhone 7

Hardware model: D1@1AP
Serial number: DNPSG612HG7L

= K: N3BnedyeHmne CBA3KU Kroyen 105 version: 11.0.3

Device ID: 8552be27f245010e8ff46771alf5dfbe7e03a80c

= F: CosgaHune obpasa pansioBON CUCTEMbI | riease setect an action

Logical acquisition

I DEVICE INFO - Get basic device information
B BACKUP — Create iTunes-style backup of the device
M MEDIA - Copy media files from the device
S SHARED - Copy shared files of the installed applications
L LOGS - Copy crash logs
Physical acquisition
D DISABLE LOCK - Disable screen lock (until reboot)
K KEYCHAIN — Decrypt device keychain
F FILE SYSTEM - Acquire device file system (as TAR archive)
X EXIT
>:

\—
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[leMoHcTpauus

[MpocmoTp u aHanus

= [IpocmoTp napornen n3 CBA3KU
kntoyen: Elcomsoft Phone Breaker

=  AHanui obpasa (pannoBon CUCTEMBI:

Elcomsoft Phone Viewer

|
£. Elcomsoft A

Ee | vew |

iPhot
evi

Y Fiter

Date

2015 3

Feb

May
Jul

Sep

Dec

-_—

. Elcomsoft Phone Viewer

€. Elcomsoft Phone

Ele View Help

iPhone 6 VK

Viewer

| Eile | View Help

iPhone 6}

Y Fiter ‘

Date
2015 j
) Jan

Feb
Mar
Apr
May
Jun
ul
Aug
sep
oct
Nov
d Dec

ow message]
Al attach
Voice
Video

Locations|
Fantacte

£ Elcomsoft Phone Viewer

Fie Vew Heb

iPhone 6 VK

Created: 13.09.2015:143842

Crested: 13.09.2015:143639

Crested: 13.09.2015:43729

Crested: 13.09.2015:143629

Crested: 13.09.2015:143135

& Media

Croated: 13.09.20151143721 Crasteds 13.09.20151143704

Crested; 13,09.2015:143601 Crested: 13.09.2015:143508

Crested: 13.09.2015:143038
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ObnayHbI aHanus

MpenmyLiecTBa o6navyHOro aHanmsa

HeT HeobxoanMoCTN B CaMOM YCTPOUCTBE
= iPhone MoxeT 6bITb 3abnoknpoBaH, crioMaH unn ousmvyeckn HegocTyneH

N3 obnaka MOXHO M3BneYb gaxe bonblle aHHbIX, YEM U3 caMOro yCTpOIZCTBa
6narop,apﬂ CUHXPOHN3aUunn C Apyrumu yCTpOIZCTBaMI/I norb3o0BaTesd

B obnake B Te4yeHune orpaHNM4YeHHoro BpeMeHun Moryt XpaHmnTbCA yﬂ,aﬂéHHble OaHHbIE

Ob6nayHbI aHanM3 4ocTaTtovyHO ObICTPbLIN N NPOCTOM
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ObnayHbI aHanus

OOnavyHbIM aHanNu3: YTO MOXHO U3BIeYb

PesepBHble konuu 13 iCloud backups (Bkrtoyast y4eTHbIEe 3anucu ¢ 2FA)

Conepxunmoe iCloud Drive (Bkntoyasa gaHHble CTOPOHHUX NPUNOXEHUN, KOTOPLIE
HeOOCTYMHbl HAKAKUM ApYyrnMm cnocobom)

iCloud Photos

Kntoy BoccTtaHoBneHunsa goctyna K FileVault2

Cea3ska knoden iCloud keychain

[aHHble 300poBbs (BKNOYasa AaHHble, 3aliMdpoBaHHbIE KOAOM OIOKUPOBKN)

ObnayHble cooblieHns (iMessage n SMS)

Benétca pabota Hag AOCTYNOM K AaHHbIM QKkpaHHoe epems n Home
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https://blog.elcomsoft.com/2016/08/icloud-photo-library-all-your-photos-are-belong-to-us/
https://blog.elcomsoft.com/2017/08/how-to-extract-icloud-keychain-with-elcomsoft-phone-breaker/
https://blog.elcomsoft.com/2018/11/extracting-apple-health-data-from-icloud/
https://blog.elcomsoft.com/2018/11/messages-in-icloud-how-to-extract-full-content-including-media-files-locations-and-documents/

ObnayHbI aHanus

Mpobnema AOCTYNHOCTU AaHHbIX ayTeHTudnkaumm
= OcHoBHas npobrnema obrnavyHoro aHanuaa - A0CTYNHOCTb JaHHbIX ANs ayTeHTUdMKaLmm

= JIOTMH U NapoJsib OT YY4ETHOM 3anncu

= BTOpPOW (pakTop ayTeHTUdpUuKaumm (pasdnokmpoBaHHOE YCTPONUCTBO N3 TON Xe YYETHOM
3anucu; SIM-kapTa, Ha KOTOPYIO MOXHO NosSy4YnTb Kog B Buge SMS)

= AN OocTyna K oTAeNbHbIM KaTteropusim - ko 6rnokmpoBku akpaHa (i0OS) nnum
cncteMHbIn naposib (macOS) ycTponcTea U3 TOM XKe YY4ETHOM 3anucu
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ObnayHbI aHanus

JIlormH u naponb B pe3ynbkrate pu3n4ecKoro aHanusa
= ﬂ,aHHbIe an4d ayTeHTI/I(bI/IKaLI,VII/I MOXXHO MOJNMy4YnTb B pe3ylibraTte d)VI3I/NeCKOFO aHalin3a

= fiorMH 1 napornb ot Apple ID/iCloud

o

o

MapKep ayTeHTudmnkauum

BTOpPOM (pakTop ayTeHTudukaumm — He npobnema (punsmyeckmin aHanmsa npegnonaraeT
pa3brnoknpoBaHMe YCTPOMCTBA, MOXHO MONYy4YnTb KOA B pexume odriaH B
npunoxeHun Settings)

KoA4 6J'IOKVIpOBKVI 9KpaHa Heobxoaum ans C*)I/I3I/I‘-IeCKOFO aHali3a, a crnegoBartesibHo,
MOXXET ObITb UCNOMNb30BaH U ANS AOCTyna K 3aWMLLEHHDBIM KaTteropumsm B obnake
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3BrneyeHne gaHHbIX U3 IPhone

M H CT pyMe HTbI Oleg Afonin, Vladimir Katalov

- |Tunes ?] xd by ShaflkFC Pur“ua .

= BecnnartHbIe 1 C OTKPbLITLIM KOAOM Mobile Forensics -
Advanced
Investigative

= jLoot (https://github.com/hackappcom/iloot)

= InflatableDonkey 4
(https://github.com/horrorho/InflatableDonkey) Strategles

= |ibmobiledevice (http://www.libimobiledevice.orq)

Master powerful strategies to acquire and analyze
evidence from real-life scenarios

= iMobileDevice (http://quamotion.mobi/iMobileDevice)

Elcomsoft iOS Forensic Toolkit

1] Packt>

Elcomsoft Phone Breaker

Elcomsoft Phone Viewer
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https://github.com/hackappcom/iloot)
https://github.com/horrorho/InflatableDonkey)
http://www.libimobiledevice.org)/
http://quamotion.mobi/iMobileDevice)

Jlornyeckoe n onsnyeckoe
U3Brie4yeHue AaHHbIX U3
iIPhone: BO3MOXXHOCTU U
orpaHn4yeHus

(c) ElcomSoft 2018
Oleg Afonin, Vladimir Katalov ElcomSoft Co. Ltd.

Facebook: ElcomSoft
Twitter: @elcomsoft

I\

o

ELCOMSOFT
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