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1.1

1.2

1.3

1. OOwme cBegeHUs o nporpamMmme

1.1. CBegeHus, coaep>kalimecs B AOKYMEHTaLMN.
1.2. Ha3HaueHme 1 OCHOBHbIe QYHKLMN.

1.3. MNopaep>xveaemble bopMaTbl AOKYMEHTOB.

1.4. Apxutektypa cuctema.

1.5. O6wWwuir anroput™ paboTbl.

1.6. OrpaHVYeHns He3aperncTpUpPoOBaHHOM BEPCUN.

1.1. CBegeHusA, cogepxawmecs B AOKYMEHTaLUN

B HacTosiLL en JOKyMeHTaummn CoaepaTca CBeAEHUs, HeOOXoanMbIe ANt YCTaHOBKM M SKCNnyaTtauum
ElcomSoft Distributed Password Recovery. OnucaHbl npoueaypbl NepBon yCTaHOBKKW, NOBTOPHOM
YCTaHOBKW, yAarneHusi, KOHLENUMK, 3anoXeHHbIe B OCHOBY NMPOrpamMmbl, CNOCob ee NpUMEHEHWS.
MpuBeaeHbl peKoMeHaaummn No HacTpoViKe.

1.2. HasaHayeHne n 0OCHOBHbIEe (PYHKLUU

Mporpamma ElcomSoft Distributed Password Recovery npegHasHadeHa ANns pacnpegeneHHoro
BOCCTaHOBIIEHMS 3a0bITbIX UMW YTEPSIHHBLIX NAPOSen pas3nuyHbIX JOKYMEHTOB.

Mporpamma no3Bonser:

- 8occmaHasnueams pacrpedesieHHO Naposu pasniuyHbIX OOKYMEHMOos;

- pabomame 8 fioKarnbHoU U arobanbHoU cemu;

- y0arieHHO yrpaesisimb CepeepoM 80CCmMaHo8IeHuUs naposel;

- UHCManauposame U 0eUHCMarnupo8amb a2eHmMo8 Ha yOareHHbIe KOMIbomepbl;

- MaHurynuposamp 8peMeHeM U rpuopumemom pabomsi a2eHmos;

- 3arycKkamb a2eHmo8 U cepeep KakK CrlyXObl;

- 8ecmu yyem Ucrosib308aHHO20 MalUHHO20 8PEMEHU;

- 8ecmu U rpu HeobxoO0uMocmu fpocMampugamse om4yem o ceoux 0elicmeusix;

- ucnosnb3osamse yckopumenu NVIDIA GeForce 8 u ebiwe 0nsa 3Ha4umernbHoO20 y8enudeHust
ckopocmu riepebopa napored.

1.3. NMopaepxmBaemblie popmaTbl LOKYMEHTOB

Elcomsoft Distributed Password Recovery nogaep>uvBaet 60/blLOe KONNYECTBO
Pa3NNUYHbIX MPUNOXEHUA N popMaToB $anoB, Aenas BO3IMOXHbIM BOCCTaHOBAEHME
naponew ans gokymeHtoB Microsoft Office u OpenDocument, dainos Adobe PDF,
PGP-anckoB 1 apxuBoB, ceptndukatos Personal Information Exchange, MD5 u
nonb3oBatens Oracle, yueTHbix 3anucen UNIX n Windows.

© 2021 ElcomSoft Co. Ltd.



1. O6wme cBegeHUs 0 NporpamMmme 9

CemeiicTBO Tvnbl YckopeHu
. |MpunoxeHne |PacwmpeHuns |Uenb <
NPUIOIKEHUN naponeu e
. . - NVIDIA,
ZIP archives PKZip, WinZip |.ZIP, .EXE naposb = AMD, Intel
. - NVIDIA,
ZIP archives WinZip (AES) |.ZIPX..EXE naposb - AMD, Intel
Bitcoin Wallet |Bitcoin Core  |wallet.dat naposb - NVIDIA
. . . .7z,.72.001, .E NVIDIA,
7zip archives |7Zip XE naposb - AMD, Intel
. RAR/WIinRAR NVIDIA,
RAR archives 3/4/5 .RAR naponb - AMD, Intel
Word, Excel,
Microsoft Access, .DOCX, XLSX, Ha0OL Ha NVIDIA,
Office 2007 PowerPoint, ACCDB, .PPTX|naponb OTE L Tie AMD,
OneNote, , ONE, MSPX P INTEL
Project
Word, Excel,
Microsoft Access, .DOCX, .XLSX, Ha00b Ha NVIDIA,
Office 2010 PowerPoint, ACCDB, .PPTX|naponb OTE L Tie AMD,
OneNote, , ONE, .MSPX P INTEL
Project
Microsoft XVC‘ZZ’SEXC‘E" DOCX, XLSX, o [NVIDIA
Office 2013, [o-- | ACCDB, PPTXInapons Oﬂf o0 |Am,
2016, 2019 " |, .ONE, .MSPX P INTEL
OneNote
Microsoft Word, Excel, .DOC, XLS, .PP 1aDOb naposb Ha |
Office XP/2003 [PowerPoint [T P OTKpbITUE
Microsoft napoJsib Ha
Office 97/2000 Word, Excel .DOC, XLS naponb A
. key
Microsoft ' napoJsib Ha
Office 97/2000 Word, Excel .DOC, XLS guarantged TR -
decryption
Microsoft SQL g/lelrc\::rSOft o NVIDIA,
! .MDF, .SDF naposib - AMD,
Server Microsoft SQl
INTEL
Server Compact]
word .ODT, .OTT, S SUAIDIERY
OpenDocument . napoJb - AMD,
processing XW, STW INTEL

© 2021 ElcomSoft Co. Ltd.
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.I .0DS, .0TS, .S NVIDIA,
OpenDocumentfspreadsheets naposb - AMD,
XC, .STC
INTEL
NVIDIA,
OpenDocument|presentations ODP, .OTF, 5 naponb - AMD,
XI, .STI
INTEL
graphics/drawi |.ODG, .OTG, .S Nt
OpenDocumentln XD. STD naposb - AMD,
J 3 INTEL
formulae, NVIDIA,
OpenDocumentjmathematical |.ODF, .SXM naposb - AMD,
equations INTEL
. MyOtfice Text, | b oex, xisx, e i ||
MyOffice MyOffice ODT. ODTX |1@Pone R AMD,
Spreadsheet | B P INTEL
Microsoft Microsoft
Money Money .MNY napoJb = =
Intuit Quicken |Intuit Quicken |.QDF naponb - NVIDIA
Hangul/Hanco
m Office 2010 Hanword .HWP naponb - -
Hangul/Hanco
m Office 2014 Hanword HWP napoJsb - -
NVIDIA,
:ag?f?l/eHzaoch Hancell .CELL naposb - AMD,
INTEL
NVIDIA,
iaggf?léHzaoch Hancell .CELL naposb - AMD,
INTEL
PGP PGP zip PGP napob i NVIDIA
archives
PGP PGP secretkey |5 p naponb : NVIDIA
rings
PGP disk
PGP (volume .PGD naposb - NVIDIA
encryption)
PGP self-
PGP decrypting .EXE naposb - -
archives
PGP PGP whole disk naposb . NVIDIA
encryption

© 2021 ElcomSoft Co. Ltd.
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Personal
Information
Certificates Exchange .PFX, .P12 naponb - NVIDIA
certificates -
PKCS #12
Maponu NVIDIA,
VPN Internet Key - napoJib - AMD,
Exchange (IKE) INTEL
TrueCrypt and
\T/:‘r‘;ggzi VeraCrypt full |- naposb - NVIDIA
disk encryption
TrueCrypt and
TrueCrypt, VeraCrypt
Veracgzt encryprilsd i naposnb ) NVIDIA
containers
BestCrypt
BestCrypt 9 encrypted - naposb - -
containers
. B!tLocker and NVIDIA,
BitLocker BitLocker To Go|- naposb - AMD
disk encryption
HFS/HFS+ and
. . NVIDIA,
FileVault 2 APFS fu!l—dlsk - naposb - AMD
encryption
LUKS LUKS disks and | napob NVIDIA
containers
Hashes MD5 hashes |- naponb NVIDIA
Hashes Salted MD5 napob NVIDIA
hashes
NVIDIA,
Hashes SHA-1 - naposb AMD,
INTEL
NVIDIA,
Hashes SHA-256 - naponb AMD,
INTEL
NVIDIA,
Hashes SHA-512 - naposb AMD,
INTEL
Adobe Acrobat|PDF with 256- PDF s ::lfooslﬂuser" i
PDF X/XI/DC  |bit encryption | . .
n "owner

© 2021 ElcomSoft Co. Ltd.
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Adobe Acrobat[PDF with 256- [ o T”;Eg:'fuser" NVIDIA,
PDF 9.x bit encryption | P . . |AMD
n "owner
Adobe Acrobat|PDF with 128- | o :v?lfcc))gl'/'luser" NVIDIA,
PDF 5-8 bit encryption | P . . |[AMD
n "owner
Adobe Acrobat|PDF with 40-bit napomlfll .
. .PDF naposb Tmnos "user" |-
PDF encryption I "
n "owner
Adobe Acrobat|PDF with 40-bit key, napons
. .PDF guaranteed |nonb3oBaTen|-
PDF encryption .
decryption |a
naposau
System Microsoft YyYeTHbIX
Passwords Windows naposnb 3anucen NVIDIA
(LM/NTLM)
System Microsoft
Passwords Windows i napornb SIS ]
. bec . NVIDIA,
System Microsoft (Domain
. - naposb AMD,
Passwords Windows Cached
. INTEL
Credentials)
naposb
system UNIX = naposb nosab3oBaTe|-
Passwords :
System . . naposb
Passwords Mac OS X login.keychainjnaponb el NVIDIA
Svstemn naposb
y Mac OS X - naposb nosb3osaTten|NVIDIA
Passwords :
System naponb
Passwords Mac OS X DMG naponb o6pasa DMG NVIDIA
Password .KBDX, .KBD, . MacTep- NVIDIA,
managers KeePass PWD naposb Ha0Ob AMD,
J P INTEL
Password KeePass Macrtep-
managers (RDBX4) DR naposb napob ]
Windows / NVIDIA,
Password macOS / mMacrep-
1Password S naponb AMD,
managers Android / i0OS; naponb
INTEL
backups on

© 2021 ElcomSoft Co. Ltd.
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Dropbox and
iCloud Drive
Windows,
Password macOS and MacTen- NVIDIA,
managers LastPass Linux browser|naposb na oni AMD,
9 plug-ins, P INTEL
Android app
. NVIDIA,
Password Windows, macTep-
managers Dedilis macOS rapone naposb AU
g P INTEL
NVIDIA,
System Wireless AMD,
Passwords networks ) rapone haldlge INTEL,
AVX2
Lotus Notes
L ID _ _
otus (RC2) naposb
NVIDIA,
Lotus I('Xg; NEIEE D naposb - AMD,
INTEL
Lotus Lotus Notes fdmmdata.xm naposib - -
napoau
Oracle Oracle DB password nosab3oBaTend- -
"
Ritlabs TheBat! masterkey.dat|naposb MacTep- -
naponb
naposb K
Ritlabs TheBat! .TBK naposb pe3epBHbIM |-
KOnnsam
Mozilla Mozilla, FireFox] HaDOAL macrep- i
Thunderbird P naposb
iPhone/iPod/iP Tunes i 1aDOIE ] NVIDIA,
ad backup P AMD
BlackBerry
E'aaccktBe”y Desktop IPD, BBB  |naponsb - AES-NI
P Software (old)
BlackBerry
BlackBerry SDSfStI\(/:c/ZFe 6.0+ |- naponb - NVIDIA,
backup ) P AMD

for Windows,

2.0+ for Mac)

© 2021 ElcomSoft Co. Ltd.
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. Pages, NVIDIA,
Apple iWork ! .
,ng e vvor Numbers, :rzgiz UL naposb Z:EOS:MT AMD,
Keynote e P INTEL
Apple iWork Pages, .pages, .numb napoJsib Ha NVIDIA,
2013/2014 Numbers, ers, ke naposnb OTKpbITUE AMD,
Keynote K€Y P INTEL
Tally Vault Tally ERP 9 900 naposb naponbra |
OTKpbITME
Windows Easy [Windows Easy mi 1aDOb ]
Transfer Transfer Mg P
Parallels Parallels virtual config.pvs naponb -
machines 9P P
_ V.| rtualBox NVIDIA,
VirtualBox virtual .vbox naposb
. AMD
machines
VMware VMware virtual v HaDOAL NVIDIA,
machines i P AMD
AES-NI - 3T0 HOBbIN HaboOp MHCTPYKLMIA, peann3oBaHHbIN B HEKOTOPbIX COBPEMEHHbIX
LEeHTpaibHbIX Npoueccopax dupmbl Intel; nogpobHee 0 HEM MOXHO y3HaTb U3 CTaTbW,
onybanKoBaHHOM B HaweM 610re (Ha aHTIMACKOM f3bIKe).
14 1.4. Apxutektypa cuctema

PacnpeneneHHasa cuctema BOCCTaHOBIEHMS 3a0bIThiX UMW YTEPSIHHBLIX Naporen 40Ky MEHTOB
komnaHum "3AnkomCodpr" (ElcomSoft Distributed Password Recovery) npegctaBnsier us cebs
NPOrpamMMHbIN KOMMIIEKC COCTOSILL A U3 TPEX OCHOBHBLIX MOAYIEN : ageHma, cepeepa KOHCO/U,
KOTOpble MOryT paboTaTb HE3aBUCUMO Ha Pa3HbIX KOMMbIOTEPaX B MOKarnbHOM U rnobanbHom ceTsix

UHTepHerT.

© 2021 ElcomSoft Co. Ltd.




1. O6wme cBegeHUs 0 NporpamMmme 15

&Agem
A Agent

Server

Console

PucyHok 1.4. Apxumekmypa cucmemsi.

AeeHm npegHasHa4vyeH ona BbiaeneHna MmallMHHOro BpeMeHn KoMmnbroTepa Ha KOTOPOM OH p360TaeT
cepsepy, KOTOpbIN B CBOIO o4epedb UCMNOfb3yeT ero Ans BOCCTaHOBMEHUS JOKYMEHTOB Y KOTOPbIX
yTEepsiH Unn 3abbIT Naponb. AreHT NoAKMYaeTCs K 3a4aHHOMY Ha HEM CepBepy, OTAaeT CAenaHHyo
paboTy, ecrnn oHa y Hero Gbina, Nony4YaeT crieayoLw Yo YacTs paboTsl, OTKOYaeTCs U HaYUHaeT
npon3BoanTb obcyeTt nony4YyeHHoro 3agaHus. I'Iepmo,qmqecm, B CpegHeM KaXable LecTbaeCAT
CeKkyHA NIC HEKOTOPOE CryyvalHoe YMCHO CekyHA, He Borblue LWecTMaecs ™M, areHT nogknoyaercs
K cepBepy, Y4Tobbl COOOLLNTL O CBOEM COCTOSIHUN.

Cepeep, nony4aet 3agaHune C KOHCO/1U, BbINOJHAET pa60Ty Nno pacnpegeneHno 3Toro 3agaHuna
Mexny aceHmamu.

KoHcornb, B CBOIO oyepenb, NpeaHasHa4YeHa Ona ynpaBreHna cepeepoM, K KOTOPOMY OHa
nogknt4yaeTca n aceHmamu, 3aperncTpmpoBaHHbIMW Ha HEM. PeFVICTpaLI,VIﬂ areHToB Ha cepBepe
nponcxoaunT npu nepBoM UX NOAKNKYEHUN K HEMY.

1.5 1.5. 06wmn anropnt™m paboThbl

Ha ogHoM 13 KOMMbIOTEPOB B CeV 3anyckaeTtcs cepBep. Ha nobom komnbioTepe B CeTU
3arnyCcKaeTCs KOHCOIb YNpaBreHUsi CEPBEPOM M MOAKIOYAETCH K 3anyLl eHHoMy cepBepy. C KoHconm
co3faeTcs 3aJaHue Ha BOCCTAHOBMEHMWE Maponst AOKyMeHTa. [lanee areHTsl, npeaBaputernisHO
YCTaHOBIIEHHbIE 1 3aMyLL eHHbIE, NMOAKMOYaeTCs K 3a4aHHOMY Ha HUX CepBepy, OTAAT CAENaHHyo
paboTy, ecnm oHa y HuX Bbina, NornyyarT CreayLL o YacTb PaboThl, OTKIMKOYAKTCHA U HAYUHAOT
nponsBoanT, 06CHET NonyyYeHHoro 3agaHus. Nepuognyeckn, B CpeQHEM Kaxable WeCTbAecaT
CEKYH[1 NIMIOC HEKOTOPOE CryYalHoe YUCIO CEeKyH[, He bornblue WecaecaTy, areH sl
nogknoyaeTcs Kk cepBepy, 4Tobbl COObLLUTL O CBOEM COCTOSHUM.

© 2021 ElcomSoft Co. Ltd.
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1.6

1.6. OrpaHuy4eHns He3aperncTpMpoBaHHOU BepCcUM

HesaperunctprvpoBaHHas Bepcus NporpamMmMbl He MOXET pacrnpesensTb 3ajady Mexay
6onee ueM JecATbIO areHTaMm 1 NokKasbiBaTb BOCCTAHOBAEHbIE NapPOAV ANNHHEE
yeTblpex CMMBOJIOB, a Takke paclundpoBbIBaTb 4OKYMEHTbI MO HalNAEHHOMY Naposito
NN KNFOUY.
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2

2. bbicTpana ycTaHOBKa, 3anycK U Ha4yano Mcnosib30BaHuA

Ecnm Bbl XO0TUTE BBICTPO NPUCTYNUTL K MCNOMBb30BaHMIO NporpaMmbl, TO NPOAENanTe crnegyoLl ne
nencteus:

- 3anycTvTe NporpammMy ycTaHoBkM (edpr_setup.exe);

- OTBETbTE Ha BCE BOMNPOCHI NporpamMmbl YCTaHOBKU HaXKaTMem KnaBullmn «Enter» Ha
KrnaBmatype Unn Haxxatmem fIleBOW KHOMKN MbILLIKK Ha COOTBETCTBYHOLLLME KHOMKMK MO
yMOIn4aHuio Ha aunanorax;

- €CJIM HYXXHO, YCTaHOBUTE areHToB Ha OO0NOJIHUTENIbHbIE KOMMbKOTEPLI B CE€TN, CllieayA
MHCTPYKUNAM 6bICTpOFO 3anycKa v Hadarna ncnosnb30BaHNA B 0 OKYMEHTaUuMn Ha areHTa,

- B MOSIBUBLLEMCSI OKHE, 3aryLL eHHOWN NPorpamMmbl, Ha NMaHenM UHCTPYMEHTOB HaXXMUTE
KHOMKy «Hoeasi 3adayvay;

- B MOSIBMBLLEMCS OKHE BbiBepuTe JOKYMEHT, KOTOPbI Bbl XOTUTE BOCCTAHOBUTD;
- HacTpoiTe napaMeTpsl noabopa napons;

- HAXXMUTE Ha MaHenm MHCTPYMEHTOB «3arycmumaby,

- NOXOMTECH Pe3ynbTaToB BOCCTAHOBIIEHWS Mapons;

- NPV HeoBXOAUMOCTV 3aperncTpupyiTe Nporpammy.
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3 3. YcTaHOBKa 1 yaaneHue nporpamMmbl

3.1. CucteMHble TpeboBaHus.
3.2. NepBas ycraHOBKa.

3.3. NosTOpHasn ycTaHOBKA.
3.4. YoaneHve nporpamMmmbl.

3.1 3.1. CuctemMHble TpeboBaHuA

[na HopmanbHOro doyHKUMOHMPOBaHWUSA NPOrpaMMbl TpebyeTcsa cnefytoLl e annapaTHoe U
nporpaMmmMHoe obecrneveHue:

- 100%-coBmecTumbin ¢ IBM PC komnbloTep, npoueccop Pentium unu Bblwe;
- 1 Gb onepamwmBHoli namsay;
-1 Gb Mb cBoboagHOro mecTa Ha AUCKeE;

- ogHa m3 cnegytowux OC:

Windows XP/2003/Vista /7/8

(cOoBMECTMMOCTb C NOCreayoL UMY OnepaunoHHbIMM CUCTEMaMU BO3MOXHA, HO He
rapaHmmpyetcs).

3.2 3.2.llepBasi ycTaHOBKa
YT106b1 ycTaHOBUTL ElcomSoft Distributed Password Recovery Ha KOMMbIOTep:
- 3anycuTe nporpaMmmy «edpr_setup.exey;

- BbIbepuTe NpegnovTUTENbHbIN SA3bIK MHTepdeca nporpammbl U Haxmute «OK» (prcyHok
3.2.1);

Installer Language

103

Please select a language.

Russian i W

[ Ok, l [ Cancel

PucyHok 3.2.1 . [lJuanozoeoe 0kHO 8blbopa rnpednoymumesibHo20 si3bika uHmepgelica
npozpammei.
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- crnegyuTe MHCTPYKUMSIM MpOorpaMmmbl YCTaHOBKU (PUCYHOK 3.2.2);

proactive solbware

&S 5
>

Yctanoera Distributed Password Recovery 0.09.36 M|E
ELCOMSOFT

Bac npuBercTBYeT MacTep
ycTaHoeku Distributed Password
Recovery 0.89.36

3Ta NporpamMa yoTaHoemT Distribuked Password Recovery
0,589,336 Ha BaW KOMNEHTER,

Mepesd HEYaNOM YCTAHOBKH PEKOMEHAYETCA SAKPBITE BrE
paboTaHWME ARMAGXKEHKHA, 3T0 NO3B0NHT ApOrpatke
WCTAHOEKH 00HOEMTE CHETEMHEIE haknkl OE3 NEpEZarpyYSkH
KOMMBHITEDA,

HammiTe KHoMEY 'Jdanee’ AnA NpogonseHia,

uanee> | [ OTMEHS

PucyHok 3.2.2 [lJuarnoeogoe OKHO Hayasa ycmaHOo8KU rpoepamMmebi.

- HaXXMUTE KHOMKY «[lanee» Ans NPOAOSPKEHNS! YCTAHOBKM Mnn « OTMeHay, Ans oTkasa oT

YCTaAHOBKM (pUcyHok 3.2.3);

, Ycranoska Distributed Password Recovery 0.89.36

! "_q,‘ Bkl AEHCTEMTENEHD X0THTE OTMEHHTE YCTaHoeky Distributed Password Recovery 0,89, 367
L

£ fes { [ Mo

PucyHok 3.2.3 [lJuanoeosoe okHO nodmeepxdeHusi omkKasa om ycmaHoeKU rpoepamMmebi.
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i) YeTaHoeka Distributed Password Recovery 0.89.36 =)

NUUEH3HOHHOE COrAaleHHe

Mepea, vcTaHoskon Distributed Password Recovery 0.89.36
O3HAKOMBETECE © MMULEHZMOHHEIM COFNalIeHHEN,

AnA NepereLLEHKA MO TEKCTY HCNONEZYATE KNAEHWHK "Pagellp” 1 "Pagelown’”.

NOTICE T USERS: -

This End User License dgreement {the "Agreement™) is a legally binding agreement

between yvou {either an individual or an entity, the "User"), and ElcomSoft Co, Lkd,
(ELCCMSOFT) regarding the ElcomSoft's software (the "Software” or the” Program™),

and b all successor upgrades, revisions, patches, fixes, modifications, copies, additions

ar maintenance releases of the Software, if any, licensed to vou by ElcomSoft

(collectively, the "Updates"), and o) related user documentation and explanatory

materials or files provided in veritten, "online" or electronic form (the "Documentation”

and together with the Software and Updates, the "PROCIDCT" or the "Distribution
Package"). L

EcnH Bkl MPHHHMAETE YCNOEMA COFNALEHHA, HasMHMTE KHOMEY “MpHHHMaR", Yokl
YCTAHOEMTE NMPOrparty, HEoBxX0AMMO NPMHATE COrNALEHHE,

< Hazaa “ I'IpHHnma@I [ OTHEHS

PucyHok 3.2.4 [Juario2o80€ OKHO C JTUUEH3UOHHbIM Co2ialieHUeM.

- HaxxmuTe «[puHUMalo», ecrnv Bbl COrNacHbl C YCNOBUAMMW NIMLIEH3MOHHOIO COrfalleHuns,
«OTmveHa», 4Tobbl 0bopBaTh Npouecc ycTaHOBKK, «Hasan» 4TobObl BEPHYTLCS Ha
npegbiayLyee okKHO NporpaMMbl yCTaHOBKU (PUCYHOK 3.2.4);
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Yetanoeka Mistributed Password Recovery 0.89.36 =)

K.OMNOHEHTH YCTAHAENMMEAEMOR NPOrpamMmbl

BribepuTe komnoHeHTel Distribuked Password Recovery 0,589,736,
KOTOPEIE BRI XOTHTE YCTAHOBHTE,

BrIGEpHMTE KOMMOHEHTEI NMPOrpatiMel, KOTOPEIE Bbl XOTHTE YCTAHOEHMTE. HaMMMTE KHOMKY
'‘Nlanee’ ANA NpOADMHEHKA,

BriBepHTE KOMMOHEHTE! [+]Distributed Password Recovery Server |
PATpaMbL AT YETAHOBEA, =-[M] Distributed Password Recovery Console
Dieskkop Shorkout

[ Guick Launch Shorkeut
=[] Distributed Agent

Deskiop Shortcut

[] quick Launch Sharkeut

TpebyeTcA Ha amcke: 1.8
MBaHT

« Hazaa ” fdanee = I [ OTHMEHE

PucyHok 3.2.5 [Juanno2zo8oe 0KHO 8bibopa KOMMIOHEHM 08 OJ1 yCmaHO8KU.

- Bbl6epVITe KOMMOHEHTbI, KOTOPbIE Bbl XOTUTE YCTAaHOBUTbL N HAXXMUTE «ﬂanee» (pl/lcyHOK

3.2.5);

© 2021 ElcomSoft Co. Ltd.




24

ElcomSoft Distributed Password Recovery

Yetanoeka Mistributed Password Recovery 0.89.36 =)

Bwfiop nanku YycTaHoOBEKM

BribepuTe nanky AnA woTaHoskk Distributed Password Recovery
0.89.36.

Mporpasa YeTaHoeuT Distributed Password Recovery 0,89,36 B yKasaHHYH nanky, Ytobel
YCTAHOEMTE MPHNOMEHHE B ADYTYHD NANKY, HEMHHTE KHONEY 'D030p" M WKamHTE e,
HasMTe KHOMKY 'Janee’ AnA NpoACT¥EHHA,

Manka wCTaHoEKH

C:\Program Files!ElcomSoft Distributed Password Recovery

TpebyeTcA Ha amcke: 1.8 MbaAT
AocTynHo Ha Awcke: 1,2 FhanT

« Hazaa “ fdanee = I [ OTHMEHE

PucyHok 3.2.6 Bbibop narku Ha ducke 0715 ycrmaHOo8KU rpoepamMmei.

- Haxmute «OB30p», ECNN XOTUTE U3MEHUTL Narky No ymonyaHuio (pucyHok 3.2.6), aanee
BbIGEpUTE HYXXHYHO Nanky n Haxmute «OK» (pncyHok 3.2.7), ecnn Bbl HE XOTUTE BorbLuUe
MEHATL Manky, Kyaa OyaeTt yCcTaHOBReHa nporpamma, Haxmute «anee» (pucyHok 3.2.6);

© 2021 ElcomSoft Co. Ltd.



3. YcraHOBKa 1 yganeHue nporpavmbl 25

.- Browse For Folder 3=

Y¥HAMHTE Nanky ANA ycTaHoekH Distributed Password Recovery 0,89, 36

ﬂﬁ' Desktop

]
[+ _J My Compuker
[+ "-_-g My Metwork, Places

Make Mew Faolder Ik l [ Zancel

PucyHok 3.2.7 [Juarnoeogoe 0KHO ¢ 86160pOM narku.

Yctanoeka Distributed Password Recovery 0.89.36 M|

MNanka B memo “Myck™

BriGEpHTE nanky & Medt "Tvok" ANA pasMeLLEHHA APNBIKOE
MparpaMtel,

BribepkTe nanky & meHro "ok, kv aa By AT NOMEWEHEI ADNEIKK NporpaMiel. Bel Takwe
MOWETE BEECTH ARYIOE MMA NankH,

Distributed Password Recovery

|7-Zip o]
| ABEYY Lingwo 10 =i
| Accessories i |
| BCD Swskems

| Acronis

| Ackive SMART

| Adrninistrative Tools

| Advanced Office Password Recovery

| ASProtect 1,33

| ASUS Lility E
| AUk [

[ |He cozaasaTe ApnsiH

« Hazaa ]IicTaHDBHTbI [ OTMEHS

PucyHok 3.2.8 Bbibop nanku e cmaHOapmHOM MeHK0 [Tpo2pamMmbl.
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- B MOSIBUBLLEMCS Ha SKpaHe [AuarnoroBoM OKHe (puc. 3.2.8) yKaxute uMMSA nanku B
CTaHAapTHOM MeHto [Nporpammbl. HaxkMuTe Ha KHOMKY «YCTaHOBUTLY;

r Yetanoeka Mistributed Password Recovery 0.89.36 =)0 ﬂ
ELCOMSOFT

proscuivesefuwers  3ageplleHne paboTel MacTepa
(;u@!_.} ycTaHoekM Distributed Password
e Recovery 0.89.36

¥rTaHoeka Distributed Password Recovery 0.89.36
BLIMONHEHS.

HammHTe kHonEY "ToToeo" ARA BelX04a M3 MpOrpadme
YCTAHOEKH,

[¥]ZanveTTe Distributed Password Recovery 0,589,536

Wy Blcomsoft. com

[oToED I [ OTHEHS

PucyHok 3.2.9 [lJuario2o80e OKHO 3agepuieHusi npoyecca ycmaHoeKU.

- ybepuTte «ranodky», Ha 3TOM AMarioroBOM OKHe, eCi Bbl HE XOTUTE, YTODObI MO HaXkaTnio
KHOMKku «l"oToBO» NporpamMma sanycmmnacek (pucyHok 3.2.9);

- HaxxmuTe «0TOBOY», YTOOLI 3aBEPLLMUTL YCTaHOBKY

3.3. NoBTOpPHas ycTaHOBKa

lMoBTOpHasi yCTaHOBKa NPOUCXOAWT TOrA4a, Korga Bbl 3anyckaeTe nporpaMmy  yCTaHOBKM
«edpr_setup.exe» M Ha BalleM KOMMNbIOTEPE YXe CyLLeCTBYeT WMHCTannauMs 3TOM nporpammbl.
[aHHasa npouenypa MoXeT notpeboBatbCcs nNpyu OOHOBMNEHUM Nporpammbl Ha Goree HOBYHO BepCuto,
npyY 3TOM COXPaHSATCA HACTPOMKU U dhannbl AaHHBIX W XKypHarna nporpaMmmel.

YT106b1 ycTaHOBUTL ElcomSoft Distributed Password Recovery Ha koMnbtoTep NOBTOPHO

- 3anycmmrTe nporpammy «edpr_setup.exey;

- crnegyunTe UHCTPYKUMSAM NporpamMMbl YCTaHOBKM (PUCYHOK 3.2.2);
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- HaXXMuTe KHonky «[anee» Ans npogorikeHns yctaHoBky unu «OTmeHa», Ans otkasa ot
YCTaHOBKM (pUCyHOK 3.2.3);

- HaxxMuTe «lprMHMMalo», ecnn Bbl COrMacHbl C YCIOBUSMM JIMLEH3UOHHOIO COrfaLleHust,
«OTmeHa», 4ToBbl 06opBaTh Npouecc ycTaHoBKKM, «Hasan» 4Tobbl BEPHYTbCS Ha

npegbiayLlee oKHO NporpamMMbl YCTaHOBKK (PUCYHOK 3.2.4);

- Bbl6ep|/|Te KOMMOHEHTbI, KOTOPbIE Bbl XOTUTE YCTaHOBUTL N HAXXMUTE «D,anee» (pVIcyHOK
3.2.5);

- ybepute «ranoyky», Ha 3TOM AMaroroBOM OKHE, €Cin Bbl HE XOTUTE, YTOObI MO HaXaTuio
KHOMku «l'oToBO» NporpamMmma sanyctmrnachk (pUcyHok 3.2.9);

- HaxmuTe «OTOBOY», YTOOLI 3aBEPLUUTL YCTAHOBKY.

3.4 3.4. YpaneHue nporpamMmwubl

YTtobbl yaanuts ElcomSoft Distributed Password Recovery ¢ komnbloTepa:
- IHUUMUPYITE CTaHA4apPTHLIMU CPeaCcTBaMM NPOLIECC yaaneH s Nporpammbl;

- B MOSIBMBLLEMCSI Ha 3KpaHe ANarioroBOM OKHe (PUCYHOK. 3.4.1) HaXMuTe Ha KHOMKY
«daneey;

- ybepute ranoyky ¢ «yganutb Bce log-cannbl», ecniv Bbl HE XOTUTE YTOObI yaanMnmcb
dalinbl XXy pHana, co3gaHHble NporpamMmmon (pPUCcyHok 3.4.2);

- ybepute ranoyky ¢ «yganutb Bce data-gainbl», ecnm Bbl HE XOTUTE YTOObI yaanunmch
dalnbl AaHHbIX, CO34aHHble NPOrpamMmmon (pUcyHok 3.4.2);
- HOXXMUTE «YOanuTby», 4ToObl HAa4YaTb NpoLEecec yaaneHus nporpammsbl (pUCYHok 3.4.2);

- HaXXmuTe «OTOBOY, YTODOLI 3aBEPLUUTL MPOLIECC yAaneHus nporpammsl (puc. 3.4.3).

Tenepb nporpaMmMa yaareHa ¢ Bawero Komnblotepa.
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rﬁ ¥naneume Mstributed Password Recovery 0.89. 36 M|
ELCOMSOFT
proscuivesofuwers B3c NPUBETCTBYET MacTep
(SQ?} ynanenun Distributed Password
T Recovery 0.89.36

23Ta nporpamma yaannT Distributed Password Recovery
0,89,36 K2 Ballero KOoMNBHITEDA,

Mepea HA4anam ¥ AaneHka vae MTECE, HT0 NPOrpatta
Distributed Password Recovery 0,59,36 He 3anyweHa.

HammiTe kHonEy 'Janee’ ana npogonseHma,

manee} { [ OTHEHS

PucyHok 3.4.1 HavanbHbil Quarnoe ydaneHue rnpoepammbl.

© 2021 ElcomSoft Co. Ltd.



3. YcraHOBKa 1 yganeHue nporpavmbl

29

=) Yoane uwe Distributed Password Recovery 0.09.36 =)

Bwtop KomnoHeHTa

BribvpeTe KakoH Ms KomnaHeHToe Distribubed Password
Recovery Bbl XOTHTE YAaNHTE.

¥ naneHue Ecex dannoe Distributed Passwaord Recovery M3 Baller CHETEMBl, HawmuTe
¥ AaneHHE ANA HAYaNa NpoLEcca.

[V]3aanuTe Ece log-hakine:

YW AAMMTE BCe data-thainel

% Hazaa “ ¥ AanKTh J [ OTHMEHS

PucyHok 3.4.2 Bbibop ydansiembix daHHbIX U nodmeepxdeHue ydaneHusi npoepammbi.
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=) Yoane uwe Distributed Password Recovery 0.09.36 M|
ELCOMSOFT
proacoive solfbware aaBepmeHHe paﬁDTH MacTepa
ynaneHua Distributed Password
Recovery 0.89.36
Mporpavma Distributed Password Recovery 0.89.36
¥AaneHa W3 Ballera KoMnNeHTepa.
HammuTe kHonEy "MoToeo" ANA BelX0A8 M3 NpOrpatel
¥A3NEHHA,
-
W Blcomsoft. com
PucyHok 3.4.3 BasepweHue ydaneHusi npoepamMmmel.
3.5 3.5. «Tuxas» yctaHOBKa, yCTaHOBKAa Ha yAaneHHble MalMHbI

«Tuxas» yCTaHOBKa npeaHasHa4eHa And yCTaHOBKU nporpamMmMbl yaaneHHo Ha OonbLLOoe YMcno
KOMMbKOTEP B CETU. I'Ipvl 9TOM nporpamMmMa yCTaHOBKU HE 6yneT BbIBOOUTb HAKAKUX OMaroroB.

NSt Toro 4TOGb! BBINOMHUTL TaKylo YCTAHOBKY BaM HEOGXOAMMO BhIMOMHUTL CIiedyoL Y0 KOMMaHAy :

msiexec /i "epr_agent_setup_ru.msi" /quiet STARTMENU="<0 | 1>" INSTALLDIR="<nyTb>"
RUNASSERVICE="<0 | 1>" SERVERHOST ="<umsa >" SERVERPORT = "<tcp-nopt>"
HIDEINDICATOR = "<0 | 1>"

STARTMENU="<0 | 1>" - 0 - He co3gaBaTtb nanky B MeHto «lporpammely, = 1 co3gaBaTtb nanky B
MeHio «[Mporpammbl»

INSTALLDIR="nyT" - nanka Ha gucke, Kyay OyaeT ycTaHoBIeHa nporpammMa

RUNASSERVICE="<0 | 1>" 0 - 3anyck nporpaMmmy npuv Bxoge nosnb3oBaTtens B cuctemy, = 1 -
3anyck npu ctapte Windows

SERVERHOST ="<umsa>" - umsi unu ip-agpec cepeepa, k koTopoMy OyaeT nogknoyatscs areHT
SERVERPORT = "<tcp-nop™" - nopT cepBepa, K KOTopoMy OyAeT nogknovaTLCa areHT
HIDEINDICATOR = "<0 | 1>" - oTBevaerT 3a 1o OyaeT y areHTa BugHa MKoHKa B cuctemHoMm Tpee (0 —
He BygeT, 1 — 6yger)

MoToM, Hanpumep, UMest agMUHUCTPATOPCKME NpaBa, Bbl MOXKETE:
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- 3anycmTb Cnyx0y «Server», ecnv oHa He 3anyLl eHa;
- obecneunTts OO M AOCTYN K Nanke, rae nexur dann «epr_agent_setup_ru.msi»

- co3faTtb CKpUMT, KOTOpLI OyAeT 3anyckaTb UHCTaNMSAUMIO Y KIIMEHTOB, Hanpumep Takom
agent_setup.cmd

if not exist "%ProgramFiles%\Elcomsoft\Distributed Password
Recovery\epr_agent_setup_en.msi" (

pushd \\server\share\directory

epr_agent_setup_ru.msi

(\server\share\directory - cootBeTcTBEHHO NONHLIN UNC NyTh K AUPEKTOpUK, rae nexur
ancTpmbyma);

- cosgate Group Policy onsa Hy»XHOM rpynnsl nonb3oBaTtenen n Hen B kadyectse Logon Script
nponucats diann agent_setup.cmd.

Taknum cnocobom Bbl MOXETe yAaneHHo yCTaHOBUTb areHToB Ha MallWHbl B CETU

3.6 3.6. «Tuxoe» ynaneHuve, yaganeHue c yaarneHHbIX MalUUH

«Tuxoe» yaaneHue npegHasHadeHo AN yaaneHust nporpammel cpasy ¢ GonbLIOro Yncra KoMnolTep
B cem. [py aToM nporpamma yganeHusi He OyaeT BbIBOAUTb HUKAKWUX AWUANOroB.

Y106bI OCyLl eCTBUTbL Takoe nencTeue HeobxoaMmo BbINONMHUTL crneaywyro KoMmmMmaHay

msiexec /uninstall epr_agent_setup_ru.msi /quiet
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4.1

4. BocctaHOBNeHue naposnsa AOKYMeHTa

BoCCTaHOENEHHE

[lns BocCTaHOBNEHMS napona AOoKyMeHTa BamMm HeobXoanmo:

- co30amb 3adayy;

- Hacmpoums napamempa 3adaqu (mun nepebopa u Habop cumeoros);

s

- 3anycmums 3adady;
- ipu Heobxodumocmu repedsuHymp 3adadvy 8 o4yepedu 8bile;
- doxxOambcs pe3ynbmama 6bInosIHeHUs 3adayu.

Hwke 9™ genctsumsa onucaHbl B getansx.

4.1. Co3pgaHue 3agayn.

4.2. 3anyck 3agadn.

4.3. O4yepeHOCTb BbIMNOMHEHNS 3a4au.
4.4. MNMpuocTaHoBKa 3agauu.

4.5. OcTtaHoBKa 3agava.

4.6. YpaneHue 3agayn.

4.7. 3kcnopmMpoBaHWe 3agaym.

4.8. MnopmpoBaHue 3agadn.

4.9. CraTyc 3agaum.

4.1. Co3paHue 3agaum

Ana co3ganvm 3agayn, HaxxMuTe Ha NaHen MHCTPYMEHTOB KOHCOMW YNpaBreHUsi CEPBEPOM KHOMKY
«HoBas 3agava» (pucyHok 4.1). B nosBmBLlemca guanore, BbIoepute AOKYMEHT, Naposb KOTOPOro
Bbl XOTUTE BOCCTAHOBUTL U Haxmute «OTKpbITbY. B cnvcke 3apad, B okolke «BoccTaHoBReEHWe»

OOJDKHa NoABUTCA Balla 3agava.

5 7 Hoean sanaqa

PucyHok 4.1 Co3daHue Hogol 3adauyu.

Takum o6pasom, 3afada coshaHa, U Bbl MOXETe MPUCTYNaTh K USMEHEHWIO CBOMCTBA 3afauu.

4.1.1. HacTtponka napameTpoB nepebopa napons.
4.1.2. Habop cMmBOroB napons.

4.1.3. KomMeHTapuin 3agayu.

4.1.4. PesynbTaT BbINOMHEHWS 3afa4uu.

4.1.5. 3HayeHve nonen cnucka 3agau.
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411 4.1.1.HacTtponka napameTpoB nepebopa napons

B cBoncTtBax 3agauu, B 3aknagke «Maponby», ykaxute mn nepebopa napons (pucyHok 4.1.1).

Mapone | KommentapkA | PesyneTart

() Ammha
MHHHMANEHAA ¢ MarkcHmansHag ¢
e Y
1 w 5 w

i Macka

Ny (rapaHTHpoBaHo)

PucyHok 4.1.1 Tun nepebopa naporns.

B0o3MOXXHbI HECKOIbKO BapuMaHTOB BOCCTaHOBEHWSI:
- napossi rno OnuHe
- maporssi o macke
- e2apaHmMuposaHHasi paclwugposka rno HalldeHHOMY KITHYy

B cnyyae nepebopa 1o dnuHe, yKaxute MUHUMaIrbHY U MakcuMarbHyro OANHY Napors.
B cnyyae nepebopa o macke, 3agante Macky v npu HeobXxoaANMMOCTN CUMEB0ST MackKu.
Bbibepute onumto "Kntow", ecnm xotmte rapaHTMpoBaHHOE paclumdpoBaTb 4OKYMEHT.

41.2 4.1.2. Habop cumBonoB napons

B cBovictBax 3agaun, B 3aknagke «llaponby, ykaxute takxke «Habop cumBornoB» (pucyHok 4.1.3).

Habop cHMEONDE

ManeHekHe NaTHHoKHE (& - 2) [ ]3aaaeasmpr
[]Bonewwme natwHckme (A - 2)

[¥] Undbpen (01 - 9)

[ creamaneres (1@...

[ InpoBen
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413

414

41.5

4.2

4.3

PucyHok 4.1.2 Habop cumsonos.

4.1.3. KommeHTapun 3agaum

B 3aknagke «Kommemapmﬁ» No YMOYaHuio yKasblBaeTcs NOSHbIN Ny Tb, BOCCTAHABIMBAEMOrO
OOKYMeHTa, HO Bbl MOXXeETe USMEHUTb U aonuncatb Tyaa n+06y+o MHQX)pMaLI,I/HO.

4.1.4. Pe3ynbTaT BbINOJSIHEHUA 3a4a4m

B 3aknagke «Pe3ynbtat»y oTOOpa)kaeTcsi HangeHHbI Naponb, B CIlyYae yCnewHOoro BbinosHeHus
3agauun. Pe3dynbTaT MOXeET He oTobpaxaTb naporb, B Criyyae, korga nporpamma He
3aperncTpvMpoBaHa 1 napornb ANMHHEE YeTbipeX CMMBOIIOB.

4.1.5. 3Ha4yeHUe nonen cnucka sagayd

"0bbekm" - uma Ganna BOCCTaHaBAMBAEMOTrO JOKYMEHTa.
"npoepecc” - NPOLLEHT BbIMOJHEHHOW PaboTbl N0 06pPaboTKM 3azaun.
"gpems pabomel" - BpeMs, 3aTpayeHHOE Ha BbINMOJHEHWE 3a4auM.

"mpebyemcs epemeHu" - MPOrHO3MpyeMOe KOJIMYeCTBO BpeMeHU, KoTopoe TpebyeTca
Ha BbINOJIHEHMWE 3a4aun.

"mex. (cped.) ckopocme" - TekyLLas U CPesHAs CKOPOCTb BbIMOJHEHMSA 3ajaul.

"cmamyc" - TeKyLMiA CTaTyC 3ajaun.

4.2. 3anyck 3agauu

[nsa 3anycka 3agadn HaXkKMuTe Ha NaHemnM MHCTPYMEHTOB KOHCOMW YNpaBneHUss CEPBEPOM KHOMKY
«3anycitb» (pucyHok 4.2). Mpn 3Tom 3agaya JormkHa ObiTe BbigerneHa.

D JanyCTHTE

PucyHok 4.2 3anyck 3adauyu.

4.3. OyepeaHOCTb BbINOJIHEHUSA 3a4au4

3afauu BbINOIHSIOTCS MO odepean, NpuYeM odepeab HauMHaeTCs ¢ Bepxa cnucka. Bbl MoxeTe B
ntoBoit MOMEHT NepefBUraTL 3afaqn B ovepeam, Kak BBEPX M BHU3, Tak M cpa3y B Ha4aso v KoHel

ovepeaun. ATo MOXKHO caenatb COOTBETCTBYIOLL MU KOMaHAAMM Ha NaHesnm UHCTPYMEHTOB (PUCYHOK
4.3.1)
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& W - =5

PucyHok 4.3.1 KomaHdbl nepemeweHusi 3adayqu 8 oyepedu.

44 4.4 TpnoctaHoBKa 3agauum

BbinonHeHve 3aga4n MOXHO NPUOCTaHOBUTL, UCMOMb3Ys COOTBETCTBYHOLL YO KOMaHAY (PUCYHOK
4.4.1). 310 MOXeT noTpeboBaTtbCs, Hanpumep, ANst Toro YTobbl HAYanNoChb BbINOSHEHWE
3a7a4, pacnoroXeHHbIX HIbKe B ovepesn.

PucyHok 4.4.1 KomaHda Onsi npuocmaHos8Ku 3adayu.

4.5 4.5. OctaHOBKa 3apava

3agayy MOXHO OCTaHOBUTb, 3TO MOXET NoTpeboBaTbCH, Hanpumep, Ans Toro YTobbl ee
nepesanyctiTb C Apyrumu napametpamu nepedopa. KomaHay MOXHO MCMNOMHWTL, BbiAENMB 3a4a4vy U
Ha’kaB COOTBETCTBYIOLLYIO KHOMKY Ha naHenu 3agad (pUcyHok 4.5.1).

]

PucyHok 4.5.1 KomaHda dnsi ocmaHosKku 3adayu.

4.6 4.6.YpaneHue 3apaum

YpaaneHve 3agadm NpomMcxoguT ¢ MOMOLLL b0 KOMaHAbl, NoKa3aHHOW Ha pucyHke 4.6.1.

b ¢

PucyHok 4.6.1 KomaHOa ydaneHus 3ada4u.

4.7 4.7.3kcnopTtupoBaHue 3agavun
BKCNopTMpPOBaHMs 3aga4n No3BONSET BaM COXpPaHUTb pe3ynbTaThkl BbINOSIHEHMS 3ada4vum B darine. 910

MOXKeT noTpeBoBaTtbCsl, HanpUMep, AN NepeHoca BbIYMCTIEHVS 3a4a4M C OQHOro cepeepa Ha
APYron, ¢ nocneayoL MM MMNOPTUPOBaHNEM ee Ha Hero.

YT106bI 3KCNOpTMPOBaTL 3aga4y:

- BbiAEnuTe €ee;
- B MeH0 «BoccTaHOBNEHWEY BbINOMHUTE KOMaHAY «3KCMOPT...»;
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4.8

4.9

- yKasatb uma daiina, B KOTopoM oHa ByeT coxpaHeHa;
- HaxaTb «CoxpaHuTb».

4.8. UmnopTtnpoBaHue 3agauu

NmnopTupoBaHue 3agaum HeobxoauMo A BO306GHOBMNEHNS BbINOMHEHUS 3aa4uM Nnocne ee
3KCMNOPTMPOBaHUS.

Y106kl UMNOPTUPOBATL 3adauvy:

- 3anauTe B MeHo «BoccTaHOBMNEHME» W BbIMOMHUTE KOMaHAY «/IMMoOpT...»
- BblibepuTe dhaiin, cogepkalluin 3KCNOPTUPOBaHHYO paHee 3adadvy.
- HaxxmuTe «OTKPbITE»

4.9. CtaTtyc 3agaum

B cnucke 3asay B KONOHKe "cmamyc" oTobpakaeTcs cTaTyC 3aja4n, KOTOPbIA MOXET
NPVHUMaTb ClefyroLlme 3HaueH a:

He 3anyujeHo

8 oxxudaHuu

8 npoyecce
NpUOCMAHoB/1eHo

80CCMaHos/ieHoO
He eoccmaHos/ieHo

He 3anyujeHo - 3ajayva 6biia co3zaHa, HO He 3anylleHa Ha BbIMOJHeHMe Uan bbina
npepBaHa.

8 0xudaHuu - 3ajiaya Hbiia 3anylleHa, HO 40 ee 06paboTKM ellle He NoAoLIa oYepesb.
8 npoyecce - 3aj,a4a BbINMOJHAETCA B HACTOALLMIA MOMEHT.

NpUOCMAHOB/1EHO - BbIMOJIHEHWE 3aZaun BblIO MPUOCTAHOB/IEHO MOJIb30BATENEM.
80CCMAHOB/IEHO - 3aZiaya BbIMOHANACH, NaPOAb Obl HAWAEH.

He 80CCMAHOB/1eHO - 3aZia4a bblna BbIMONHEHA, HO Napo/b He Hbln HaNAeH.
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410 4.10. TrueCrypt, BitLocker and PGP WDE

Elcomsoft Distributed Password Recovery Mo>xeT BoccTaHaBAMBaTb Napom K
nonynspHbIM 3aWMbpOBaHHbIM ANCKOBLIM KOHTeMHepaM. TrueCrypt, BitLocker and
PGP Whole Disk Encryption nogaep>wBatotcs.

1) 3anyctute "EDPR Disk Encryption Info" yTuanty, pasmelyeHHyto B "cTapTOBOE MEH!O -
> Elcomsoft Password Recovery -> Tools".

2) Boibepute 4MCKOBbIA KOHTEUHEP UK YCTPOMCTBO.

3) CoxpaHute nHdopmaumo B ban.

4) OTtkpowTe coxpaHeHHbI dain B EDPR.
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5.1

51.1

5.1.2

51.3

5. AreHTbl

e

R

AreHTEl

B pasgene «A2eHmbl», Bbl MOXETE HAbMO4aTL U UBMEHSTL CMINCOK 3aperncTpupoBaHHbIX areHToB Ha

cepBepe, UX CBOMCTBA M COCTOSHME.

5.1. CBoiicTBa areHTa.

5.2. briokmpoBaHue u pa3brnokMpoBaHNe areHToB.
5.3. YoaneHve HeoTBeYaloLL UX.

5.4. O nokanbHoM AreHTe.

5.1. CBoncTBa areHTa

AreHT 06nagaeT crnegytoLw My CBOMCTBaMMU:

- ip-aBpec xocma

- uMs1 xocma

- Ipou3eodumeribHOCMb

- mun abMUHUCMPUPOBaHUSs
- 8pPeMsi XKU3HU

- cmamyc

- yacbl pabomsi

- paboyul npuopumem

- cmamucmuka

5.1.1. IP-agpec xocTa

IP-agpec xocTa, Ha KOTOPOM paboTaeT areHT.

5.1.2. Uma xocTa

Mmsa xocTa, Ha KOTOpom paBoTaeT areHT.

5.1.3. MponsBoanTenbHOCTb

OTHocKTENbHAsA OT OCTanbHbLIX areHToB npon3BoanTENibHOCTL B NMpoUeHTax.
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514 5.1.4. Tvun agMUHNCTPUPOBaAHUA

A,D,MI/IHVICTpI/IpOBaHI/Iﬂ MOXeET ObITb OAHUM 13 OBYX BO3MOXHbIX BUOOB: J/IOKaslbHOe Unm yOaneHHoe,
OHO 3a4aeTcd TONIbKO Ha CaMOM areHTe.

Ecnun Ha areHTe NocTaBneHo «J/10KaslbHOE», TO C KOHCOMN cepBepa MOXHO TOJNbKO Habntogats 3a
Yyacamu pa6OTbI n pa6quM NPUOpPUTETOM areHTa, ecrnu «yaaneHHoe», TO NOMMMO HabnaeHus
MOXHO TaKXe U3MEHATb Yachbl pa60TbI n pa60l-|vu7| npnopuUTeT areHTa.

51.5 5.1.5. Bpemsi Xn3Hun

Moka3sblBaeT CKOMbKO MUHYT Ha3af, areHT NnocnefHuin pas nofkroyarncs kK cepeepy.

51.6 5.1.6.CraTyc

OToGpakaeT Tekyll ee cocTosiHue areHTa. CocTosiHMe areHTa MOXeT OblTb O4HVUM U3 criegytoL nx
BO3MOXHbIX Bap1aHTOB M MOXET U3MeHUTCS B NMoboe Bpems:

- pabomaem — B3N 3afaHve U CUNTAET ero;

- c80600eH — HeT 3afaHus ans obcyeTa;

- Hepaboyue Yachl — B HECTOSILL,UIA MOMEHT He paboyee Bpems;

- He omeeyaem — He NOAKIMIYUICA 33 OTBEAEHHOE BPEMSI XKU3HY;

- 6510KUpoBaH — 3abnoKMpoBaH Monb30BaTernieM, He MOXET Nony4vaTtL paboTy.

5.1.7 5.1.7.Yacbl paboTbl

Ecnn areHT yganeHHo agMUHUCTPUPYETCS!, Bbl MOXETe 3a4aTb KOHKPETHbIE Yackl ero paboTbl, kak
ANs BCeX OHEN Hedenw, Tak U ANs KaX40ro OHsl B OTAENbHOCTU. [na 3Toro Ha 3aknagke
«OepaHuyeHusi», CBONCTB areHTa, Bblaenute AeHb Hefenu, Yachl paboTbl KOTOPOro Bbl XOTUTE
HaCTPOUTL UMK <8ce OHU> N MOMETbTE rarnovYkaMmy COOTBETCTBYHOLL ME Yachl (PUCYHOK 5.1.7). Bbl
MOXXeTe BOCHMOSb30BaTbCH KHOMKaMU «BKIroYumb 8cey», «Bbikmodums ecey, YTobbl BKIOUYUTL UMK
BbIKMIOYUTL BCE Yachl paboTbl COOTBETCTBYHOLL Er0 AHA HEAErnM Unn BCcex AHEN.

[«] 00:00 - 01:00

[+] 0g:00 - 09:00

[+]16:00 - 17:00

EOCKpECEHHE

NOHEAETEHHE [#]o1:00-0z:00 [w]o:00- 1000 [w]17:00 - 15:00
ETOPHHE [#]oz:00-03:00 [¢]i0:00-11:00 [+]18:00- 19:00
cpeda [#]03:00-04:00 [¢]11:00-12:00 [+]19:00 - 20:00
HeTEERT [#]o4:00-05:00 [¢]12:00- 1300 [+]20:00- 21:00
MATHHLLA [#]o5:00-06:00 [¢]13:00- 14:00  [+]21:00 - 22:00
cyfifioTa [#]os:00-07:00 [#]14:00-15:00 [¥]22:00 - 23:00
<ECE AHW =

[+] 07:00 - 05:00

PucyHok 5.1.7. HYacbl pabombl azeHma.

15:00 - 16:00

[+]23:00 - 24:00
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5.1.8

5.1.9

5.2

5.1.8. Pabouun npuoputet

lMpyopuTET, C KOTOPbIM MpOrpamMma BbIMOMHAET BbIMUCINEHWS!, OTHOCUTENBHO OPYrMX paboTatoLLnx
nporpamm. Mo ymonyaHuio ycTaHoBeH npuoputeT «[lpocmol cucmeMbl», 3TO 3HAYUT, YTO
nporpammMa OyZeT UCMOMNb30BaTh LIEHTPArbHbIN NPOLIECCOpP TOMNbKO TOrA4a, KOrga OH He HYXXEH ApYrum
nporpammMam. Ecnn, Hanpumep, Bbl ycTaHoBUTE « ObbIYHBIU» NPUOPUTET M 3anyCTUTE BMECTE C
areHToM Kakom-HUbyab «TsDKEnbIA» NpoLecc, To OHW ByayT AenuTb npoLeccop NopoBHy. [Npuoputet
MOXHO M3MEHUTL, TONMbKO €CIN areHT agMUHUCTPUPYETCA YAaneHHo (pucyHok 5.1.8).

MpHOpHTET

) OB MaHBE

) Himee ofibluHoro
1 Hizkwmid

(%) NMpocTof cHCTEmE!

PucyHok 5.1.8 Npuopumem pabomel azeHma.

5.1.9. CtaTuctuka

B 3aknagke «Cmamucmuka», CBONCTB areHTa, BeeTcs cTatucTika O Konmyectse nepedbpaHHbIX
naponsx, Kno4vax 1 noTpayeHHOM Ha 3TO NPoLeCCOPHOM BpeMeHW. CTaTncTvka BeAeTcs 3a TeKyLLL N

O€EHb, 3a TeKyLll Yy Hederno, 3a TeKy L Ui mecsL 1 3a Bce Bpem4, nocne nocnegHero pooca
CTaTUCTUKW.

5.2. BnokupoBaHue 1 pa3donoKupoBaHue areHToB

Ecnm Bbl He xoTUTe, YTODbI KaKoW-HNOYAb U3 areHToB Mor GpaTth U BbINOMNHATL paboTy, Bbl MOXETe ero
3a0nokMpoBaTh, BblgenMB COOTBETCTBYIOLL MIA areHT N HaXkaB Ha NaHenm MHCTPYMEHTOB KOMaHAay
«brokuposamb» (pucyHok 5.2.1). B nocneacteum Bel Bceraa cmoxerte pa3bnokupoBats ero,
BbIJENMB €ro U HaXxaB Ha NaHemnn MHCTPYMEHTOB KomaHay «Pasbriokuposamb» (PUCYHOK 5.2.2).

E;n BnokHpoEaTE

PucyHok 5.2.1. KomaHda 0ns 6riokuposaHusi aceHma.

Ejn Paz0nokHpoEaTE

PucyHok 5.2.2. KomaHOa 0nsi pa3bnokuposaHus azeHma.
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5.3 5.3.YpaneHue HeoTBevarwLWwmx

Ecnm areHT Bnan ¢ coctosiHue «He omeedyaemy» v Bbl AyMaeTe, YTo OH GoMblue He MOAKITUUTCS K
cepBepy, Bbl MOXeTe yAanuTb ero U3 crimcka KoMaHaom U3 MeHo «AreHT» -> «Yaanutb Bcex
HeoTBeYaloLL UX».

54 5.4.0 nokanbHoM AreHTe

JloKarnbHbliA areHT HUYeM He OTNMYaeTcst OT yAaneHHbIX areHToB, KpoMe Kak TeM, YTo OH paGoTaeT Ha
TOW Ke MalluuHe, YT U cepBep. JIoKkamnbHbIN areHT cpasy HacTPOEeH Ha MOAKITOYEHME K foKanbHOMY
cepBepy U He HyxaaeTcsa B HacTpolike. Bonee noapobHyto MHGOPMaLMIo O HAacTpoiiKe areHTa
CMOTpUTE B COOTBETCTBYHOLL €/ AOKYMEHTALWMN.
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6 6. HacTpouku ona noakno4veHNs areHToB U KOHCONU

LI

L
C08 AHHEHHE

B pasgene «CoeluHeHue» Bbl MOXETe NOCMOTPETb UITM U3MEHUTL HACTPOMKK KacaroLnecs
NoAKNK4YeHNA areHToB U KOHCOJIN K cepBepy.

6.1. MNoaknoyeHne areHToB.
6.2. MNoaknoyeHmne KOHCOsM.

6.1 6.1. NMoaknoyeHne areHToB.

HacTpoiku no noak/iloyYeHUo areHToB pacnorioXeHbl B rpynne «A2eHmsl» (PUCYHOK 6.1).

AFEHTEI
TCF mopt * &
12121

BpemMA ®HIHH, MMH !

3

Bpema ®HsHH, A, 44:MM

3 MHH.
PucyHok 6.1 lNodknroyeHuUe azeHmMos.

6.1.1. TCP-nopt areHToB.
6.1.2. Bpems u13HM areHToB.

6.11 6.1.1. TCP-nopT areHTOB

TCP-nopT Ha KOTOPOM CePBEP OXMOAET NOAKIOYEHNS areHToB. 1o yMonyYaHuio 3HavyeHue nopta
12121. Ecnm Bbl XOTUTE BEPHYTb MOPT B 3HAYEHME NO YMOSHAHUIO HaXXMUTE KHOMKY « Copocumb».
N3meHeHre aTol onumm TpebyeT nepesanyck cepeepa.

6.1.2 6.1.2. Bpemsi XXU3HM areHToB

Bpemsi u3HM areHToB 3aaeT BpeMsl, Mo NpPOLIECTBMIO KOTOPOro, €CIM areHT He NMOAKMOYUTCS OH
nepenaeT B COCTOsIHWE «HE omeeyaem» n ero pabota ByaeT pacrnpegeneHa mexay ApyruMu
areHTamu.
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6.2 6.2.MogknoYyeHUe KOHCONU

HacTponkn no nogkmto4YeHN0 KOHCONM pacnornoXeHbl B rpynne «KoHcosb» (pUCyHok 6.2.1).

K.oHoone (3Ta nporpadia)
TCP nopr *
12122

] PaspelumTe vAaneHHDE 3AMMHHCTRHPOESHHE ¥4+

PucyHok 6.2.1. [1odkrntoyeHUe KOHCOU.

6.2.1. TCP-nopT KOHCOMMU.
6.2.2. YpaneHHoe agMUHUCTpUpOBaHue cepeepa.
6.2.3. MNaponb Ang yaaneHHoro agMUHUCTPUPOBaHNS cepeepa.

6.21 6.2.1. TCP-nopT KOHCONU

TCP-nopT Ha KOTOPOM CepPBEP OXMOAET NOAKIMOYEHNA KOHCOMU. o yMOnYaHuio 3Ha4YeHve nopTa
12122.Ecrnv Bbl XOTUTE BEPHYTb MOPT B 3HAYEHME NO YMOSTHAHMIO HAXKMUTE KHOMKY «Copocumb».
N3meHeHWe aTol onumm TpebyeT nepesanyck cepeepa.

6.2.2 6.2.2. YpaneHHOe aaMMHUCTPUpPOBaHUE cepBepa
BkntoyeHne aTton onumm, No3BOMAUT MNOAKIMIOYUTCH K cepBepy C MOMOLL b0 KOHCOMM C ApYroro
KOMMbloTEpPa B CETU. JTa ONUMS HE MOXET OblTb M3MEHEHA C yAaneHHON KOHCOIN.

6.2.3 6.2.3.Maponb Ansa yaaneHHOro agMMHUCTPUPOBaAHUA cepBepa

[ocTyn k cepBepy C yAaneHHON KOHCONM MOXET ObiTb 3aLl vl eH naponeM. [ns 3agaHust v cMeHb!
naponst HaXKMuUTe KHOMKY « CMeHUMmb aporis...» V BBEQUTE ero B NosiBMBLLEMCS Auarnore (pUCyHOK
6.2.3).
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Crie Ha napona

CTapbIF Naponk

HoERIA naponk

OoATEEpH AEHHE §

0K l [ OTHEHHTE

PucyHok 6.2.3. CmeHa naporns.
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7 7. MNocbinka yBeOMNEHNUN MO 3JIEKTPOHHOWN NoyTe

MzEeweH1A

Bbl MOXeTe HacTpouTb cepBep Tak, YTobbl OH NpY onpeaeneHHbIX CobbITUSIX Nockinan Bam
yBEeOOMIIEHS MO 3MEKTPOHHON noyTe.

Bkriounte onumio «lockiname U3eeweHuUs» B pasaerne «/3geweHus», YTobbl N3BeLL eHUs
nocblan1cb, HaCTPOWTE YCINOBMS NMOCHITKK, HACTPOWTe NapameTpbl coobLl eHus n SMTP-cepBepa.

7.1. YcnoBusi NOCbINKW.

7.2. MapameTpbl COOBLL EHUS.

7.3. MNapametpbl SMTP-cepBepa.
7.4. lNocblInka TeCTOBOro coobLL eHurs.

71 7.1. YcnoBus NOCbINKKn

YcnoBnem 4ns nocbikn MOryT ObITb cnegywumne cobbITus:

- ydanoc:: g8occmaHosumsb rnaporsib

- He ydanoc:: 8occmaHosuUmMb rnaporsib
- aceHm He omeevyaem

- aceHm He pa6omaem

B cnyyae HacTynneHust 3Tux cobbimuin Oy Ay T nocnaHbl YBEAOMIIEHNS HA SMEKTPOHHYHO MOYTy.
lMockinka kaXaoro yBe4oMIIEHVS BKIIOYaeTCH COOTBETCTBYOLL UIA onument (PUCyHoK 7.1.1).

MacknaTe Koraa
¥AANOCE BOCCTAHOEMTE Napone |:| AreHT He OTEESYAET

He v 4anock BEOCCTAHOBMTE NAponk [ ]arenT He pafioTaeT

PucyHok 7.1.1. Yenosusi nockinku ygedomneHud.

7.2 7.2.MapameTpbl coobLeHUNA

B napameTpax coobLLeHnsi ONUCLIBAETCS OT KOTO M KOMY ByeT nocbinatbCs NUCbMO, a Takxke
orpaHuM4eHne KonmyecTsa coobLL eHNIA, MOChINTaeMbIX 3a CYTKU (PUCYHOK 7.2).
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CoofWEHHE

07T (aApec INEKTPOHHOA NOHTE

Fomy (adpec 3AEKTPOHHOR NoYTEI) |

OrPaHHYMTE KONMYECTED MEELWEHHA 33 CYTEHM |

100

PucyHok 7.2. [Tapamempbi cOObWEeHUS.

7.3 7.3.Mapametpbl SMTP-cepBepa

B napameTtpax SMTP-cepBepa onuckiBaeTCs XOCT U NOPT NOYTOBOrO CEPBEPA, a TakxKe, Npu
HeobX0ANMOCTH, UMS MONb30BaTeNs U Naposb (PUCYHOK 7.3).

SMTP-cepeep

HOCT !
TCP nopT &

25

I:l MCnonez0EaTe HMA NONEZ0EATENA H N3P0k

PucyHok 7.3. Napamempsi SMPT-cepsepa.

B none «Xocm» BBegute uMsa xocTta unm ip-agpec SMTP-cepeepa, B none « TCP-nopmy», BBeauTe
Homep nopta SMTP-cepBepa, ecnm OH oTnnYaeTcs OT cTaHaapTHoro. Ecnv ana goctyna k cepsepy
HeobxoauMa ayTeHTUdMKaLUWs, MocTaBbTe ranodky «Mcrosib3ogames UMS M0Mb308amMerisi U naposib» U
BBEAWTE B COOTBETCTBYIOLL ME MONS UMsI MOMNb30BaTENS U Naporb.
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7.4

7.4. [ocbinka TecToBOro coooLweHus

Ecm Bbl HACTPOUMU «Tapamempbl COOBLUEHUST» U «SMEp-Cepeep» N KOHCOMb cervac noaknoyeHa K
cepsepy, Bbl MOXeTe NocsiaTb TECTOBOE COOBLLEHNe, HaxaB KHOMKY «/lociamb mecmogoe
coobujeHue», TeM cambIM, NPOBEPVB NPaBUMbHOCTL HACTPOEK.
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8.1

8.2

8.3

8.4

8. HacTtpounku xypHana

=]

¥vpHan

Pasnen «)KypHan», No3BonsieT BaM rMbko ynpasnsTb CUCTEMON MPOTOKONMPOBaHUS 4eiCTBUI
KOHCOIMM U cepBepa.

8.1. BegeHue xypHana.

8.2. NpocMoTp xypHana.

8.3. Oun eHne xypHana.

8.4. YpoBeHb getanusauun.

8.5. OrpaHunyeHue pasmepa.

8.6. 3apgaHue meHa danna xypHana.

8.1. BegeHune xypHana

Bkntouute onuuo «Becmu xypHarn», 4Tobbl co3gasarncs dain otieta Ans nporpamMmmbl.

8.2. MpocmMmoTp XypHana

Haxxmu kHony «lpocmomp XypHarna», 4Tobbl NOCMOTPETb COAEPXKNMOE XypHana. Ecnm xypHan
CIMLLKOM BEMUK, Uy CTaH4APTHOWM NporpamMmmbl NPOCMOTPa BO3HMKAOT TPY4HOCTU NPpU ero
oTOBpaXKeHNW, BOCMNONb3yMTECH APYron NporpammMon NpoCMoTpa, OTKPbLIB B HEN diali C UMEHEM,
yKasaHHbIM B none «Mms ¢patina». KHonka npocmoTpa XypHana OyaeT HegocTynHa, ecrniv Bbl
nogKIoYeHbl K yaaneHHoMy cepBepy.

8.3. OunweHune xypHana

Haxxmute kHonky «O4yucmums xypHarn», 4Tobbl 0cBO6OAUTL XKypHan OT BCEX 3anuncen,
cogepxallumxcsa B HeM 1 noaTBepauTe, YTo EeNCTBUTENBHO XOTUTE OCYLL eCTBUTL 3TO JENCTBME.

8.4. YpoBeHb getanmsauummu

CyLL ecTBYIOT TpM YPOBHS AeTanm3aummn BeAEHNS XYypHara: 8ce 803MOXHbIE COOBUWEHUSsT — ANst
OTNagovHOro pexunma paboTsl; MHbopmayusi, npedyrnpexxoeHusi U owuUbKU — 3Ha4YeHne no
YMOJYaHWIO; MOJIbKO OWUBKU — €CNN Bbl HE XOTUTE NMPOTOKONMPOBaTh AeACTBUS paboThl NporpaMmbl,
KpoMe cry4yaeB, korga nponcxoasT Kakme-nbo cooun. YpoBeHb AeTanu3aumm BbiCTaBnseTcs
COOTBETCTBYIOLLL UM NOMNOXEHWEe nepeknoyaTtens (pUcyHok 8.4).
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YPOEEHE ASTanHZauHH
'f“ Bre BosmMOMHEE co0BLLEHHA *
{T MHopHaLKA, NpedyNpes  eHHA W OWHOKK

) Toneko owmBim

PucyHok 8.4. YposeHb demanu3auyuu XypHana.

8.5 8.5. OrpaHu4yeHue pasmepa

YT1006bI XXypHan He Nornotn Bce cBobogHOEe MECTO Ha AUCKE, Bbl MOXETe OrpaHN4YnTb ero
MaKCuMarbHbIA pasMep, Npu 3ToM Npu AOCTUXKEHUM UM MaKCMMaribHOro pasmepa, oH OyaeT ouny eH
1 Ha4yHeT co3aBaTbCA 3aHOBO.

[na Toro 4ToBbl OrpaHNYUTL pa3Mep XypHarna BKIMoYMTE COOTBETCTBYIOLLYIO ONUMIO 1 3agaiTe
MakcumarbHbIA pasmep B Kunobamntax.

8.6 8.6. 3agmaHue nmeHa cpanna xXypHana

B umenu none «ums ¢halina» 3agaeTca uMs daiina, rae XpaHUTCs XXy pHar.
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9. MNpumeHeHUe U3MEHEHHbIX HacTpoeK

[ns Toro 4To6bl HEKOTOPbIE M3MEHEHHBIE HACTPOMKN BCTYMUMM B CUMTY, UX HEOBXOAUMO NPUMEHUTD,
ANs 9TOro HaXKMUTE Ha NaHenm MHCTPYMEHTOB KHOMKY «[puMeHnUTb» (pUCyHOK 9.1).

I TIPMMEHHTE

PucyHok 9.1 KHornka 05151 npuMeHeHUsT USMEHEHHbIX HaCmpoex.

Takxe 4OCTynHa BO3MOXHOCTb OTKaTUTLCA Hasag, U Brnepes npy M3MeHeHUN HacTpoek, A 3Toro
NCMOoNnb3yNTe COOTBETCTBYIOLLME KHOMKN HA NaHenM MHCTPYMEHTOB (pUCYHOK 9.2).

-

P

PucyHok 9.2 OmmeHa u 8038pam Hacmpoex.
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10

10. O6HoBNeHUue MHopmMmaumm ¢ cepBepa

Mo YMOJIHaHuto MH(*DpMaLIMFI Ha KOHCOIn C cepBepa OBHOBNSIETCA Kaxable ABaaLaTb CeKyH[, HO Bbl
MOXeETe MNOoBJ/IUATb Ha 3TO BpeEMA U AaXKe HeMeOJIEHHO 0BHOBUTL MH(tDpMaU,VIPO.

[ns Toro, 4ToObl UIBMEHUTL CKOPOCTbL OOHOBMNEHUST 3anaunTe B MeHo «Bud», nanee « Ckopocmeb
0b6HOBIEHUSI» N yCTaHOBUTE TpeOyeMyto BaM CKOPOCTb. CKOPOCTEHO OBHOBMEHUS] MOXET ObITb OLHO U3
CreayoLw nx 3Ha4YeHui:

- 8bICOKas (Kaxable 5 cekyHa);

- 0bbI4Has (kaxable 20 cekyHa);

- HU3Kas (Kaxayto MUHYTY);

- OYeHb Hu3Kas (Kaxable 3 MUHYTHI)

Onsa Toro 4To6bl HeMeANneHHO 0O6HOBUTL MHAGOPMaLMIO O 3adadax UM 06 areHTax HaXMuTe KHOMKY
«ObHOBUMb» Ha NaHenM UHCTPyMeHToB (pucyHok 10.1).

PucyHok 10.1 ObHoeneHue uHgopmayuu ¢ cepsepa.
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11  11. YnpaBneHue ceBepom
B mMeHio «CepBep» HaxoaATcs KOMaHabl AN ynpasneHns cepsepoM. Bel MoxeTe nMum BbibupaTs
cepBep, C KOTOpbIM Bbl XOTUTE paboTaTth, a Takxke 3anyckaTb W OCTaHaBNMBATL FlOKarbHbLIA cepBep
(pucyHok 11).
Briopate... Fa
JANYCTHTE Kak Ciymby
MepezanycTHTE
DETAHOEMTE
PucyHok 11. KomaHObI yripasrieHusi cepeepom.
11.1. Bbibop cepBepa.
11.2. 3anyck n ocTaHoOBKa JlOKanbHOro cepsepa.
11.1 11.1. BblGop cepBepa

Ana noaknioYeHns KOHCONM K Apyromy cepeepy, UcrnonHute u3 meHio «Cepeepy», KomaHabl
«Bbi6pame...», fanee B NOsIBYBLLIEMCS Auanore BBeAuTe Naporb AN AoCTyna K cepeepy (ecim oH
[0 3TOro 6bIN NpeaBapuUTeNbHO 3aaH Ha cepBepe), YKauTe MMs cepBepa UM ip-aapec v HaxxMuTe

«OK» (pucyHok 11.1).

B cny4ae ycnewHoro nogknu4eHna Bbl CMOXeETe ynpaBiAaTb, Bbl6paHHbIM cepBepoM. Ecnm
NOAKNKYUTCA HE yaarioCb - NpoBEPTU NpaBUibHOCTb, BBEOEHHbLIX PEKBU3UTOB CepBepa.

MomHuTe, YTO OJHOBPEMEHHO K O4HOMY cepBepy HE MOXeT ObITb NOgKMtOYEHO Bornee 04HOM KOHCOMM
ynpaelieHud, N 4TOo y He3anyLl eHHOro JiokarbHOro cepeepa MOXHO MEeHATb HaCTpOl7IKVI.

BriGop cepeepa

Oapont [ ] NokaseiEaTe wabiop

3anoMHUTE Naponk

XOCT:

oygEna

TCP nopT !

—

l [ CITMEHHTE

PucyHok 11.1 Bbibop cepeepa.
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11.2 11.2. 3anyck n octaHOBKa NoKasfibHOro cepsepa

W3 KoHCOMM ynpaBneHns MOXXHO YMNpaBnATb 3anyckoMm, TUMOM 3arnycka U OCTaHOBKOW fOKasibHOro
cepsepa.

[nsa 3anycka cepBepa Kak 0ObIMHOro MPUIIOXKEHUs BbIMOMNHWUTE KOMaHAy «3arnycmums Kak
npurnoxeHue» n3 meHio «Cepgepx. [1Ns 3anycka cepeepa Kak Crnyx0y BbINONHUTE KOMaHQY
«B3anycmums kak criyx6y» n3 meHo «Cepsepy.

[na nepesanycka cepsepa BbINOMHUTE KomaHay «[Tepesanycmumb» 3 meHio «Cepeep».

[lns ocTaHOBKM cepBepa BbINONHWTE KomaHay «OcmaHosumb» U3 MeHio «Cepsepy.
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12

12. HacTpounku nHtepcenca KOHCONM ynpaBrieHUA

HacTtponkamn nHtepdenica KOHCONM MOXHO YNpaBnaTe U3 MeHO «Bud» (pucyHok 12).

® BOCCTaHOENEHHE
AreHTEl
CoeAMHEHKE
MzEeweHHA
HvpHan

QAHOEMTE CEFYAC
Ci0pOCTE OAHOBNEHHA

v [aHent HHCTPYMEHTOE

v CTPOKaE COCTOAHHA
3HAYKH B NAHENH BHAA
Asbik MHTEpdERCE

Alk+1
ale+2
Alk+3
Ale+4
Ale+5

Fa

PucyHok 12. MeHto «Bud».

C nomolLw bto YCTaHOBKU «lMaHenb UHCMPYyMeHmose», Bbl MOXXeTe BKITHO4YUTb 0T06pa>|<eHV|e naHenn

WHCTPYMEHTOB UINN BbIKITIO4YUATD.

C nomoLL bl YCTaHOBKM «Cmpoka COCMOSIHUSI», Bbl MOXETE BKMIOYUTL OTOOPaKeHNe CTPOKM

COCTOAHNA U BbIKIMIOYUTL.

B MeHio «3Hauku naHenu sudax» Bbl MOXeTe BblbpaTe HaMboree onTMMarbHbI pasMep UKOHOK B

naHenn smga.

B meHIo «513bik uHmepghbelica» MOXHO BblbpaTth A3blK, HA KOTOPOM ByaeT oTobpaaTtbCsi KOHCOIb U

dannel XXypHarna nporpaMmmel.
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13

13. BBoa u npocMoOTp peructpauMoHHOro Koga

B meHto "CnpaBka" ncnonHute komaHgy "PernctpaumonHbii Kog..." 1 B NosBMBLLEMCSA Auarore
BBEAUTE PEMMCTPAUMOHHBLIN Koa U Haxmute "OK" (pucyHok 14.1).

PermcTpauma nporpammbl

PErHCTPALHMOHHEIR K04 |

(8].8 l [ OTHEHHTE

PucyHok 14.1 Peaucmpauyusi npoegpaMmel.

B cnyyae ycneluHon perncTpaumn Bol yBUAUTE CoobL eHME, NoKazaHHOe Ha pucyHke 14.2.

ElcomSoft Distributed Password Recovery

y Znackio 3a perkcTpalHH!

PucyHok 14.2 YcnewHasi peaucmpauyusi.

Ecnm Bbl fonycTuinm ownbky npu BBOAE PErMCTPaLMOHHOIO KoAa, Bbl yBMAUTE COOOLL eHMe
nokasaHHoe Ha pucyHke 14.3. Nocne aToro Bam Heobxoanmo ByaeT NOBTOPUTL BBOA,.

Elcom5oft Distributed Password Recovery

L] "_q BEEAEHHEIM EaMK DEFHCTPALMOHHEIA K04 HE BEpeH. By ATE, MOManyYACTa, EHMMATENEHEN MK BEDAE!
L

PucyHok 14.3 Owubka npu 88o0e peaucmpayloHHO20 Koda.
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14

14. JluueH3noOHHOeEe cornaweHume

END USER LICENSE AGREEMENT

NOTICE TO USER:

THIS IS AN AGREEMENT GOVERNING YOUR USE OF ELCOMSOFT SOFTWARE, FURTHER
DEFINED HEREIN AS “PRODUCT,” AND THE LICENSOR OF THE PRODUCT IS WILLING TO
PROVIDE YOU WITH ACCESS TO THE PRODUCT ONLY ON THE CONDITION THAT YOU
ACCEPT ALL OF THE TERMS AND CONDITIONS CONTAINED IN THIS AGREEMENT. BELOW,
YOU ARE ASKED TO ACCEPT THIS AGREEMENT AND CONTINUE TO INSTALL OR, IF YOU DO
NOT WISH TO ACCEPT THIS AGREEMENT, TO DECLINE THIS AGREEMENT, IN WHICH CASE
YOU WILL NOT BE ABLE TO INSTALL OR OPERATE THE PRODUCT. BY INSTALLING THIS
PRODUCT YOU ACCEPT ALL THE TERMS AND CONDITIONS OF THIS AGREEMENT.

This Electronic End User License Agreement (the “Agreement”) is a legal agreement between you
(either an individual or an entity), the licensee, and ElcomSoft Co. Ltd. and its affiliates (collectively,
the “Licensor”), regarding the Licensor's software, as applicable pursuant to a valid license, you are
about to download and/or other related senices, including without limitation a) all of the contents of
the files, disk(s), CD-ROM(s) or other media with which this Agreement is provided and including all
forms of code, such as source code and object code, (the “Software”), b) all successor upgrades,
modified versions, modified modules, revisions, patches, enhancements, fixes, modifications, copies,
additions or maintenance releases of the Software, if any, licensed to you by the Licensor
(collectively, the “Updates”), and c) related user documentation and explanatory materials or files
provided in written, “online” or electronic form (the “Documentation” and together with the Software
and Updates, the “Product”). You are subject to the terms and conditions of this End User License
Agreement whether you access or obtain the Product directly from the Licensor, or through any other
source. For purposes hereof, “you” means the individual person installing or using the Product on
his or her own behalf; or, if the Product is being downloaded or installed on behalf of an organization,
such as an employer, “you” means the organization for which the Product is downloaded or installed,
then the person accepting this agreement represents hereby that such organization has authorized
such person to accept this agreement on the organization’s behalf. For purposes hereof the term
“organization,” without limitation, includes any partnership, limited liability company, corporation,
association, joint stock company, trust, joint venture, labor organization, unincorporated
organization, or governmental authority.

By accessing, storing, loading, installing, executing, displaying, copying the Product into the
memory of a Client Device, as defined below, or otherwise benefiting from using the functionality of
the Product (“Operating”), you agree to be bound by the terms and conditions of this Agreement. |If
you do not agree to the terms and conditions of this Agreement, the Licensor is unwilling to license
the Product to you. In such event, you may not Operate or use the Product in any way.

BEFORE YOU “l AGREE” BUTTON”, PLEASE CAREFULLY READ THE TERMS AND CONDITIONS
OF THIS AGREEMENT, AS SUCH ACTIONS ARE A SYMBOL OF YOUR SIGNATURE AND BY
CLICKING ON THE “l AGREE” BUTTON, YOU ARE CONSENTING TO BE BOUND BY AND ARE
BECOMING A PARTY TO THIS AGREEMENT AND AGREE THAT THIS AGREEMENT IS
ENFORCEABLE LIKE ANY WRITTEN NEGOTIATED AGREEMENT SIGNED BY YOU. IF YOU DO
NOT AGREE TO ALL OF THE TERMS OF THIS AGREEMENT, CLICK THE “CANCEL” BUTTON
AND THE PRODUCT WILL NOT BE INSTALLED ON YOUR CLIENT DEVICE, AS SUCH TERM IS
DEFINED BELOW. For your reference, you may refer to the copy of this Agreement that can be
found in the Help for the Software. You may also receive a copy of this Agreement by contacting
Licensor at: info@elcomsoft.com.
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1. Proprietary Rights and Non-Disclosure.

1.1. Ownership Rights. You agree that the Product and the authorship, systems, ideas, methods of
operation, documentation and other information contained in the Product, are proprietary intellectual
properties and or the valuable trade secrets of the Licensor and are protected by civil and criminal
law, and by the law of copyright, trade secret, trademark and patent of the Russian federation, other
countries and international treaties. You may use trademarks only insofar as to identify printed
output produced by the Product in accordance with accepted trademark practice, including
identification of trademark owner's name. Such use of any trademark does not give you any rights of
ownership in that trademark. The Licensor and its suppliers own and retain all right, title, and
interest in and to the Product, including without limitations any error corrections, enhancements,
Updates or other modifications to the Software, whether made by Licensor or any third party, and all
copyrights, patents, trade secret rights, trademarks, and other intellectual property rights therein.
Your possession, installation or use of the Product does not transfer to you any title to the
intellectual property in the Product, and you will not acquire any rights to the Product except as
expressly set forth in this Agreement. All copies of the Product made hereunder must contain the
same proprietary notices that appear on and in the Product. Except as stated herein, this
Agreement does not grant you any intellectual property rights in the Product and you acknowledge
that the license granted under this Agreement only provides you with a right of limited use under the
terms and conditions of this Agreement.

1.2. Source Code and Modifications. You acknowledge that the source code for the Product is
proprietary to the Licensor and constitutes trade secrets of the Licensor. You agree not to modify, or
create derivative works based upon the Product in whole or in part nor reverse engineer, decompile,
disassembile the source code of the Product in any way.

1.3. Registration Code File and Confidential Information. You agree that, unless otherwise
specifically provided herein or agreed by the Licensor in writing, the Product, including the specific
design and structure of individual programs and the Product, including without limitation the
Registration Code File provided to you by the Licensor and/or its authorized resellers or distributors,
constitute confidential proprietary information of the Licensor. For purposes hereof, “Registration
Code” shall mean a unique key identification file or a combination of unique electronic characters
provided to you by the Licensor confirming the purchase of the license from the Licensor, which may
carry the information about the license and the number of permitted users, and enabling the full
functionality of the Product in accordance with the license granted under this Agreement. You agree
not to transfer, copy, disclose, provide or otherwise make available such confidential information in
any form to any third party without the prior written consent of the Licensor. You agree to implement
reasonable security measures to protect such confidential information, but without limitation to the
foregoing, shall use best efforts to maintain the security of the Registration Code provided to you by
the Licensor and/or its authorized resellers or distributors.

2. Grant of License.

2.1. License. The Licensor grants you the following rights (“License”) and you hereby agree and
accept such License:

a). Trial Version. If you have received, downloaded and/or installed a trial version of the Product and
are hereby granted an evaluation license for the Software and you may Operate the Product only for
evaluation purposes and only during the single applicable evaluation period of thirty (30) days, unless
otherwise indicated, from the date of the initial installation. Following this test period of thirty (30)
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days or less, if you wish to continue to use the Product, you must register. To register you have to
pay for the fully functional version. Upon payment we provide the Registration Code to you. Any use
of the Product for other purposes or beyond the applicable evaluation period is strictly prohibited,
provided however that, subject to the restrictions contained herein, you may copy and distribute a
trial version of the Software without any modifications whatsoever to any third party subject to this
Agreement and further provided that you have no technical support rights during the trial period. The
unregistered (trial) version may be freely distributed, provided that the distribution package is not
modified. No person or company may charge a fee for the distribution of the Product without written
permission from the copyright holder.

b). Grant of License. Unless otherwise specifically indicated under a valid license (e.g. volume
license) granted by the Licensor, once registered you are granted a non-exclusive and non-
transferable license to install one (1) copy of the Product and during the term of your license, subject
to the payment of the applicable fees and your compliance with the terms hereof, this Agreement
permits you or any of your employees to Operate one copy of the specified version of the Product, for
internal purposes only, on one computer, workstation, or other electronic device of which the
software was designed (each a “Client Device”). If you have purchased multiple licenses for the
Product, then the number of multiple licenses shall determine the number of copies of the Product
you may have and the number of Client Devices on which you may Operate the Product. If the
Product is licensed as a suite or bundle with more than one specified software product, this license
applies to all such specified software products, subject to any restrictions or usage terms specified
on the applicable price list or product packaging that apply to any of such software products
individually. Additionally, Licensor reserves the right to provide for specific terms and conditions in
the purchased licenses and such terms may be embedded in Registration Code specifying other
terms, conditions and restrictions of Operating of the Product. The Licensor reserves all rights not
expressly granted herein.

c¢). Limitations on Personal License. With the purchase of a personal License, the Licensee may
operate the Product as set forth in the Agreement for non-commercial purposes in a non-business or
non-commercial environment. Use of the Product in a corporate, governmental or business
environment requires the purchase of a business license.

d). Site License. With the acquisition of a Site License, the Licensee may install and use the
Product on an unlimited amount of CPUs within one office in one geographic location. Within these
limitations, the Licensee may install the Product as a “Network” Product and run the software from
any networked computer on your LAN, provided those computers are located exclusively within one
office at one geographic location.

e). Volume Use. If the Product is licensed with volume license terms specified in the applicable
product invoicing or packaging for the Product, you may make use and install as many additional
copies of the Product on the number of Client Devices as the wolume license terms specify. You
must have a reasonable mechanism in place to ensure that the number of Client Devices on which
the Product has been installed does not exceed the number of licenses you have obtained.

f). Multiple Environment Product; Multiple Language Product; Dual Media Product; Multiple Copies;
Bundles. If the Product supports multiple platforms or languages, if you receive the Product on
multiple media, if you otherwise receive multiple copies of the Product, or if you received the Product
bundled with other software, the total number of your Client Devices on which all versions of the
Product are installed may not exceed the number of licenses you have obtained from the Licensor.
You may not rent, lease, sublicense, lend or transfer any versions or copies of the Product you do
not use.
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2.2. Back-up Copies. You can make one (1) copy the Product for backup and archival purposes,
provided, however, that the original and each copy is kept in your possession or control, and that
your installation and use of the Product does not exceed that which is allowed in this Section 2.

2.3. Prohibitions. You may not use, copy, emulate, clone, rent, lease, sell, modify, decompile,
disassemble, otherwise reverse engineer, or transfer the licensed program, or any subset of the
licensed program, except as provided for in this Agreement. Any such unauthorized use shall result
in immediate and automatic termination of this license and may result in criminal and/or civil
prosecution. Neither ElcomSoft binary code nor source may be used or reverse engineered to re-
create the program algorithm, which is proprietary, without written permission of Licensor. All rights
not expressly granted here are reserved by ElcomSoft Co. Ltd.

2.4. Special Provisions Applicable to Password Recovery Programs. The Licensor has a strict return
policy due to the nature of our products. If the software is unable to recover (or remowe, or change) a
password, a copy of the unrecovered file must be sent to the Licensor for evaluation. If the password
is recovered, you will be either able to keep the software and receive the password to the file (or
unprotected copy of the file), or refund can be made and the end user will need to pay for the in-
house recovery in order to receive the password. If the Licensor is unable to recover the password, a
full refund will be made. This subsection is applicable only to situations when password recovery or
removal is guaranteed without brute-force or dictionary attacks.

2.5. Registration Code. Registration Code provided by the Licensor constitutes the confidential
proprietary information of the Licensor. ElcomSoft Registration Code file may not be distributed,
except as stated herein, outside of the area of legal control of the person or persons who purchased
the original license, without written permission of the copyright holder. You may not give away, sell
or otherwise transfer your Registration Code to a third party. Doing so will result in an infringement of
copyright. ElcomSoft Co. Ltd retains the right of claims for compensation in respect of damage
which occurred by your giving away the registration code. This claim shall also extend to all costs
which ElcomSoft Co. Ltd incurs in defending itself.

2.6. Transfers. Under no circumstances shall Licensee sell, rent, lease, license, sublicense,
publish, display, distribute, or otherwise transfer to a third party the Software, any copy thereof, in
whole or in part, without Licensor's prior written consent, unless otherwise provided for in this
Agreement.

2.7. Acceptance of Licensing Terms. Installing and using the Product signifies acceptance of these
terms and conditions of the License. If you do not agree with the terms of the license you must
remove all Product files from your storage devices, including any back-up or archival copy, and cease
to use the Product.

2.8. Material Terms and Conditions. Licensee specifically agrees that each of the terms and
conditions of this Section 2 are material and that failure of Licensee to comply with these terms and
conditions shall constitute sufficient cause for Licensor to immediately terminate this Agreement and
the License granted under this Agreement. The presence of this Section 2.7 shall not be relevant in
determining the materiality of any other provision or breach of this Agreement by either party.

2.9. Term and Termination. The term of this Agreement (“Term”) shall begin when you download,
access or install the Product or pay the applicable license fees (whichever is earlier) and shall
continue for the term specified in your order. Without prejudice to any other rights, this Agreement
will terminate automatically if you fail to comply with any of the limitations or other requirements
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described herein. Upon any termination or expiration of this Agreement, you must immediately
cease use of the Product and destroy all copies of the Product.

2.10. No Rights Upon Termination. Upon termination of this Agreement you will no longer be
authorized to Operate or use the Product in any way.

3. Support and Updates.

3.1. Terms of Support. During the one-year period you are entitled to technical senices and support
for the Product which is provided to you by Licensor during the regular business hours (GMT+ 03:00),
except for locally-observed holidays, and includes the support provided through a special technical
support section of the Licensor's site (the “Site”) and email support@elcomsoft.com. During such
period of one year e-mail support is unlimited and includes technical and support questions and
patch fixes.

3.2. Updates. During the one-year period, you may download Updates to the Product when and as
the Licensor publishes them on the Site, or through other online senices. If the Product is an
Update to a previous version of the Product, you must possess a valid license to such previous
version in order to use the Update. You may continue to use the previous version of the Product on
your Client Device after you receive the Update to assist you in the transition to the Update, provided
that: (i) the Update and the previous version are installed on the same Client Device; (ii) the previous
version or copies thereof are not transferred to another party or Client Device unless all copies of the
Update are also transferred to such party or Client Device; (iii) you acknowledge that any
modification that you made to the Product may be lost, altered, distorted or destroyed rendering
such modifications, Product or the part thereof inoperable or non-usable; and (iv) you acknowledge
that any obligation the Licensor may have to support the previous version of the Product may be
ended upon availability of the Update. Except for the rights to free Updates during the one-year
period, as further defined herein, nothing in this Agreement shall be construed as to grant you any
rights or licenses with regard to the new releases of the Product or to entitle you to any new release.
This Agreement does not obligate the Company to provide any Updates. Notwithstanding the
foregoing, any Updates that you may receive become part of the Product and the terms of this
Agreement apply to them (unless this Agreement is superseded by a succeeding agreement
accompanying such Update or modified version of the Product).

4. Restrictions.

4.1. No Transfer of Rights. You may not transfer any rights pursuant to this Agreement nor rent,
sublicense, lease, loan or resell the Product. You may not permit third parties to benefit from the
use or functionality of the Product via a timesharing, service bureau or other arrangement, except to
the extent such use is specified in the application price list, purchase order or product packaging for
the Product. Except as otherwise provided in Section 1.2 hereof, you may not, without the
Licensor’s prior written consent, reverse engineer, decompile, disassemble or otherwise reduce any
party of the Product to human readable form nor permit any third party to do so, except to the extent
the foregoing restriction is expressly prohibited by applicable law. Notwithstanding the foregoing
sentence, decompiling the Software is permitted to the extent the laws of your jurisdiction give you
the right to do so to obtain information necessary to render the Software interoperable with other
software; provided, however, that you must first request such information from the Licensor and the
Licensor may, in its discretion, either provide such information to you (subject to confidentiality
terms) or impose reasonable conditions, including a reasonable fee, on such use of the Software to
ensure that the Licensor's and its affiliates’ proprietary rights in the Software are protected. Except
for the modification permitted under Section 1.2, you may not modify, or create derivative works
based upon the Product in whole or in part.
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4.2. Proprietary Notices and Copies. You may not remove any proprietary notices or labels on the
Product. You may not copy the Product except as expressly permitted in Section 2 above.

4.3. Compliance with Law. You agree that in Operating the Product and in using any report or
information derived as a result of Operating this Product, you will comply with all applicable
international, national, state, regional and local laws and regulations, including, without limitation,
privacy, trademark, patent, copyright, export control and obscenity law and you shall not use the
Product for unethical or illegal business practices or in violation of any obligation to a third party in
using, operating, accessing or running any of the Product and shall not knowingly assist any other
person or entity to so violate any obligation to a third party.

4.4. Additional Protection Measures. Solely for the purpose of preventing unlicensed use of the
Product, the Software may install on your Client Device technological measures that are designed to
prevent unlicensed use, and the Licensor may use this technology to confirm that you hawe a
licensed copy of the Product. The update of these technological measures may occur through the
installation of the Updates. The Updates will not install on unlicensed copies of the Product. If you
are not using a licensed copy of the Product, you are not allowed to install the Updates. The
Licensor will not collect any personally identifiable information from your Client Device during this
process.

5. WARRANTIES AND DISCLAIMERS.

5.1. Limited Warranty. The Licensor warrants that for 90 days (the “Warranty Period”) from the date
the Registration Code is provided to you by Licensor, the media on which Product has been provided
will be free from defects in materials and workmanship and that the Software will perform
substantially in accordance with the Documentation or generally conform to the Product’s
specifications published by the Licensor. Non-substantial variations of performance from the
Documentation do not establish a warranty right. THIS LIMITED WARRANTY DOES NOT APPLY
TO UPDATES AS APPLIED TO ANY MODIFIED PRODUCT, WHETHER OR NOT SUCH
MODIFICATION IS PERMISSIBLE HEREUNDER, TRIAL AND EVALUATION VERSIONS,
UPDATES, PRE-RELEASE, TRYOUT, PRODUCT SAMPLER, OR NOT FOR RESALE (NFR)
COPIES OF PRODUCT. This limited warranty is woid and your support right terminate if the defect
has resulted from accident, abuse, or misapplication or any modification, whether or not such
modification is permitted hereunder. No warranty is made as to the integrity, protection or
safekeeping of any modification to the Products made by you upon installation of any of the Updates.
To make a warranty claim, you must return the Product to the location where you obtained it along
with proof of purchase within such sixty (60) day period of the license fee you paid for the Product.
THE LIMITED WARRANTY SET FORTH IN THIS SECTION GIVES YOU SPECIFIC LEGAL RIGHTS.
YOU MAY HAVE ADDITIONAL RIGHTS WHICH VARY FROM JURISDICTION TO JURISDICTION.

5.2. Customer Remedies. The Licensor and its suppliers’ entire liability and your exclusive remedy
for any breach of the foregoing warranty shall be at the Licensor’s option: (i) return of the purchase
price paid for the license, if any, (ii) replacement of the defective media in which the Product is
contained, or (iii) correction of the defects, “bugs” or errors within reasonable period of time. You
must return the defective media to the Licensor at your expense with a copy of your receipt. Any
replacement media will be warranted for the remainder of the original warranty period.

5.3. NO OTHER WARRANTIES. EXCEPT FOR THE FOREGOING LIMITED WARRANTY, AND
FOR ANY WARRANTY, CONDITION, REPRESENTATION OR TERM TO THE EXTENT TO WHICH
THE SAME CANNOT OR MAY NOT BE EXCLUDED OR LIMITED BY LAW APPLICABLE TO YOU
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IN YOUR JURISDICTION, THE PRODUCT IS PROVIDED “AS-IS” WITHOUT ANY WARRANTY
WHATSOEVER AND THE LICENSOR MAKES NO PROMISES, REPRESENTATIONS OR
WARRANTIES, WHETHER EXPRESSED OR IMPLIED, WHETHER BY STATUTE, COMMON LAW,
CUSTOM, USAGE OR OTHERWISE, REGARDING OR RELATING TO THE PRODUCT OR
CONTENT THEREIN OR TO ANY OTHER MATERIAL FURNISHED OR PROVIDED TO YOU
PURSUANT TO THIS AGREEMENT OR OTHERWISE. YOU ASSUME ALL RISKS AND
RESPONSIBILITIES FOR SELECTION OF THE PRODUCT TO ACHIEVE YOUR INTENDED
RESULTS, AND FOR THE INSTALLATION OF, USE OF, AND RESULTS OBTAINED FROM THE
PRODUCT. THE LICENSOR MAKES NO WARRANTY THAT THE PRODUCT WILL BE ERROR
FREE OR FREE FROM INTERRUPTION OR FAILURE, OR THAT IT IS COMPATIBLE WITH ANY
PARTICULAR HARDWARE OR SOFTWARE. TO THE MAXIMUM EXTENT PERMITTED BY
APPLICABLE LAW, LICENSOR DISCLAIMS ALL WARRANTIES, EITHER EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO IMPLIED WARRANTIES OF MERCHANTABILITY, NON-
INFRINGEMENT OF THIRD PARTY RIGHTS, INTEGRATION, SATISFACTORY QUALITY OR
FITNESS FOR ANY PARTICULAR PURPOSE WITH RESPECT TO THE PRODUCT AND THE
ACCOMPANYING WRITTEN MATERIALS OR THE USE THEREOF. SOME JURISDICTIONS DO
NOT ALLOW LIMITATIONS ON IMPLIED WARRANTIES, SO THE ABOVE LIMITATION MAY NOT
APPLY TO YOU. YOU HEREBY ACKNOWLEDGE THAT THE PRODUCT MAY NOT BE OR
BECOME AVAILABLE DUE TO ANY NUMBER OF FACTORS INCLUDING WITHOUT LIMITATION
PERIODIC SYSTEM MAINTENANCE, SCHEDULED OR UNSCHEDULED, ACTS OF GOD,
TECHNICAL FAILURE OF THE SOFTWARE, TELECOMMUNICATIONS INFRASTRUCTURE, OR
DELAY OR DISRUPTION ATTRIBUTABLE TO VIRUSES, DENIAL OF SERVICE ATTACKS,
INCREASED OR FLUCTUATING DEMAND, AND ACTIONS AND OMISSIONS OF THIRD PARTIES.
THEREFORE, THE LICENSOR EXPRESSLY DISCLAIMS ANY EXPRESS OR IMPLIED
WARRANTY REGARDING SYSTEM AND/OR SOFTWARE AVAILABILITY, ACCESSIBILITY, OR
PERFORMANCE. THE LICENSOR DISCLAIMS ANY AND ALL LIABILITY FOR THE LOSS OF
DATA DURING ANY COMMUNICATIONS AND ANY LIABILITY ARISING FROM OR RELATED TO
ANY FAILURE BY THE LICENSOR TO TRANSMIT ACCURATE OR COMPLETE INFORMATION TO
YOU.

5.4. LIMITED LIABILITY; NO LIABILITY FOR CONSEQUENTIAL DAMAGES. YOU ASSUME THE
ENTIRE COST OF ANY DAMAGE RESULTING FROM YOUR USE OF THE PRODUCT AND THE
INFORMATION CONTAINED IN OR COMPILED BY THE PRODUCT, AND THE INTERACTION (OR
FAILURE TO INTERACT PROPERLY) WITH ANY OTHER HARDWARE OR SOFTWARE
WHETHER PROVIDED BY THE LICENSOR OR A THIRD PARTY. TO THE MAXIMUM EXTENT
PERMITTED BY APPLICABLE LAW, IN NO EVENT WILL THE LICENSOR OR ITS SUPPLIERS OR
LICENSORS BE LIABLE FOR ANY DAMAGES WHATSOEVER (INCLUDING, WITHOUT
LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS INTERRUPTION, LOSS
OF BUSINESS INFORMATION, LOSS OF DATA, LOSS OF GOODWILL, WORK STOPPAGE,
HARDWARE OR SOFTWARE DISRUPTION IMPAIRMENT OR FAILURE, REPAIR COSTS, TIME
VALUE OR OTHER PECUNIARY LOSS) ARISING OUT OF THE USE OR INABILITY TO USE THE
PRODUCT, OR THE INCOMPATIBILITY OF THE PRODUCT WITH ANY HARDWARE SOFTWARE
OR USAGE, EVEN IF SUCH PARTIES HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. IN NO EVENT WILL LICENSOR'S TOTAL LIABILITY TO YOU FOR ALL DAMAGES IN
ANY ONE OR MORE CAUSE OF ACTION, WHETHER IN CONTRACT, TORT OR OTHERWISE
EXCEED THE AMOUNT PAID BY YOU FOR THE PRODUCT. THIS LIMITATION OF LIABILITY
SHALL NOT APPLY TO LIABILITY FOR DEATH OR PERSONAL INJURY TO THE EXTENT THAT
APPLICABLE LAW PROHIBITS SUCH LIMITATION. FURTHERMORE, BECAUSE SOME
JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF LIABILITY FOR
CONSEQUENTIAL OR INCIDENTAL DAMAGES, THE ABOVE LIMITATION MAY NOT APPLY TO
YOU.

6. Indemnification
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6.1. Indemnification for Violations. Your Operating of the Product, your accessing your account with
Licensor and your entering into this Agreement constitutes your consent and agreement to defend,
indemnify and hold harmless Licensor and its affiliated companies, employees, contractors, officers
and directors from any claim or demand, including reasonable attorney’s fees arising out of your use
of the Product in violation of this Agreement.

SPECIAL PROVISION APPLICABLE TO U.S. PERSONS AND ENTITIES.
7. U.S. Government-Restricted Rights.

7.1. Notice to U.S. Government End Users. The Product and accompanying Documentation are
deemed to be “Commercial ltems,” as that term is defined at 48 C.F.R. par. 2.101, consisting of
“Commercial Computer Software” and “Commercial Computer Software Documentation,” respectively,
as such terms are used in 48 C.F.R. par. 12.212 or 48 C.F.R. par. 227.7202, as applicable.
Consistent with 48 C.F.R. par. 12.212 or 48 C.F.R. par. 227.7202-1 through 227.7202-4, as
applicable, the Commercial Computer Software and Commercial Computer Software Documentation
are being licensed to U.S. Government end users (a) only as Commercial ltems and (b) with only
those rights, including any use, modification, reproduction, release, performance, display or
disclosure of the Product and accompanying Documentation, as are granted to all other end users
pursuant to the terms and conditions herein. Unpublished-rights reserved under the copyright laws of
the United States.

7.2. Export Restrictions. You acknowledge and agree that the Product may be subject to restrictions
and controls imposed by the Export Administration Act and the Export Administration Regulations of
the United States (the “Acts”). You agree and certify that neither the Product nor any direct product
thereof is being or will be used for any purpose prohibited by the Acts. You may not Operate,
download, export, or re-export the Product (a) into, or to a national or resident of, any country to
which the United States has embargoed goods, or (b) to anyone on the United States Treasury
Department’s list of Specially Designated Nationals or the U.S. Commerce Department’s Table of
Deny Orders. By downloading or using the Product, you are representing and warranting that you
are not located in, under the control of, or a national or resident of any such country or on any such
list. You acknowledge that it is your sole responsibility to comply with any and all government export
and other applicable laws and that the Licensor has no further responsibility for such after the initial
license to you. You warrant and represent that neither the U.S. Commerce Department, Bureau of
Export Administration nor any other U.S. federal agency has suspended, revoked or denied your
export privileges.

8. Your Information and the Licensor’s Privacy Policy

8.1. Privacy Policy. You acknowledge receipt of and agree to the Licensor’s privacy statement
which is made available to you in connection with installation and is set forth in full at
http://www.elcomsoft.com/privacy.html. You hereby expressly consent to the Licensor's processing
of your personal data (which may be collected by the Licensor or its distributors) according to the
Licensor’s current privacy policy as of the date of the effectiveness hereof which is incorporated into
this Agreement by reference. By entering into this Agreement, you agree that the Licensor may
collect and retain information about you, including your name and email address. The Licensor
employs other companies and individuals to perform certain functions on its behalf. Examples
include fulfilling orders, delivering packages, sending postal mail and e-mail, removing repetitive
information from customer lists, analyzing data, providing marketing assistance, processing credit
card payments, and providing customer senvice. They have access only to personal information
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needed to perform their functions, but may not use it for other purposes. The Licensor publishes a
privacy policy on its web site and may amend such policy from time to time in its sole discretion.
You should refer to the Licensor’s privacy policy prior to agreeing to this Agreement for a more
detailed explanation of how your information will be stored and used by the Licensor. If “you” are an
organization, you will ensure that each member of your organization (including employees and
contractors) about whom personal data may be provided to the Licensor has given his or her express
consent to the Licensor's processing of such personal data. Personal data will be processed by the
Licensor or its distributors in the country where it was collected.

8.2. Public Announcements. The Licensor may identify you to the public as a customer of the
Licensor and describe in a customer case study the senices and solutions delivered by the Licensor
to you. The Licensor may also issue one or more press releases, containing an announcement of
the execution and delivery of this Agreement and/or the implementation of the Product by you.
Nothing contained in this Section shall be construed as an obligation by you to disclose any of your
proprietary or confidential information to any third party. In addition, you may opt-out from this
Section by writing an opt-out request to the Licensor at info@elcomsoft.com.

9. Miscellaneous.

9.1. Gowverning Law; Jurisdiction and Venue. This Agreement shall be governed by and construed and
enforced in accordance with the laws of the Russian Federation without reference to conflicts of law
rules and principles. To the extent permitted by law, the provisions of this Agreement shall
supersede any provisions of the Uniform Commercial Code as adopted or made applicable to the
Products in any competent jurisdiction. This Agreement shall not be governed by the United Nations
Conwention on Contracts for the International Sale of Goods, the application of which is expressly
disclaimed and excluded. The courts within the Russian Federation shall have exclusive jurisdiction
to adjudicate any dispute arising out of this Agreement. You agree that this Agreement is to be
performed in the Russian Federation and that any action, dispute, controversy, or claim that may be
instituted based on this Agreement, or arising out of or related to this Agreement or any alleged
breach thereof, shall be prosecuted exclusively in the courts in of the Russian Federation and you, to
the extent permitted by applicable law, hereby waive the right to change venue to any other state,
county, district or jurisdiction; provided, however, that the Licensor as claimant shall be entitled to
initiate proceedings in any court of competent jurisdiction.

9.2. Period for Bringing Actions. No action, regardless of form, arising out of the transactions under
this Agreement, may be brought by either party hereto more than one (1) year after the cause of
action has occurred, or was discovered to have occurred, except that an action for infringement of
intellectual property rights may be brought within the maximum applicable statutory period.

9.3. Entire Agreement; Sewverability; No Waiver. This Agreement is the entire agreement between
you and Licensor and supersedes any other prior agreements, proposals, communications or
adwertising, oral or written, with respect to the Product or to subject matter of this Agreement. You
acknowledge that you have read this Agreement, understand it and agree to be bound by its terms.
If any provision of this Agreement is found by a court of competent jurisdiction to be invalid, void, or
unenforceable for any reason, in whole or in part, such provision will be more narrowly construed so
that it becomes legal and enforceable, and the entire Agreement will not fail on account thereof and
the balance of the Agreement will continue in full force and effect to the maximum extent permitted
by law or equity while presening, to the fullest extent possible, its original intent. No waiver of any
provision or condition herein shall be valid unless in writing and signed by you and an authorized
representative of Licensor provided that no waiver of any breach of any provisions of this Agreement
will constitute a waiver of any prior, concurrent or subsequent breach. Licensor’s failure to insist
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upon or enforce strict performance of any provision of this Agreement or any right shall not be
construed as a waiver of any such provision or right.

9.4. Contact Information. Should you have any questions concerning this Agreement contact us at
legal@elcomsoft.com.

© 2002-2006 ElcomSoft Co. Ltd. All rights reserved. The Product, including the Software and any
accompanying Documentation, are copyrighted and protected by copyright laws and international
copyright treaties, as well as other intellectual property laws and treaties.

This product uses OpenSSL cryptographic software.
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15

15. TexHn4YecKasa nopaepxka

For Technical Support please contact us by E-Mail at support@elcomsoft.com.

In the subject of your Mail, please write:

"EDPR x.y",

where x.y is the version number, followed by problem, suggestion or whatever else.

You can also contact our Customer Senvice Department at info@elcomsoft.com and sales

department at sales@elcomsoft.com.

Our Fax numbers:

+1 866 448-2703 (US and Canada, toll-free)
+44 870 831-2983 (UK)

+49 692 557-7249 (Germany)

Please write in English language only.
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16. ICU nuueH3usa
ICU License - ICU 1.8.1 and later

COPYRIGHT AND PERMISSION NOTICE

Copyright (c) 1995-2005 International Business Machines Corporation and others
All rights reserved.

Permission is hereby granted, free of charge, to any person obtaining a
copy of this software and associated documentation files (the
"Software"), to deal in the Software without restriction, including
without limitation the rights to use, copy, modify, merge, publish,
distribute, and/or sell copies of the Software, and to permit persons
to whom the Software is furnished to do so, provided that the above
copyright notice(s) and this permission notice appear in all copies of
the Software and that both the above copyright notice(s) and this
permission notice appear in supporting documentation.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS
OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT
OF THIRD PARTY RIGHTS. IN NO EVENT SHALL THE COPYRIGHT HOLDER OR
HOLDERS INCLUDED IN THIS NOTICE BE LIABLE FOR ANY CLAIM, OR ANY SPECIAL
INDIRECT OR CONSEQUENTIAL DAMAGES, OR ANY DAMAGES WHATSOEVER
RESULTING

FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF CONTRACT,
NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION
WITH THE USE OR PERFORMANCE OF THIS SOFTWARE.

Except as contained in this notice, the name of a copyright holder
shall not be used in advertising or otherwise to promote the sale, use
or other dealings in this Software without prior written authorization
of the copyright holder.

All trademarks and registered trademarks mentioned herein are the property of their
respective owners.

© 2021 ElcomSoft Co. Ltd.
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