ELCOMSOFT | V3MEHEHNS B HOBOW BEPCUY

DESKTOP, MOBILE & CLOUD FORENSICS Hosabpb 2020

Elcomsoft System Recovery
Bepcua 7.07

Elcomsoft System Recovery nomoraeT akcnepTaM-KpuMMUHanncTam
MOAYYUTb AOCTYM K 3aLMLLEHHBIM YYETHBIM 3aMUCSAM U
3awmncpoBaHHbIM ToMaM. CO34aET 3arpy304Hble YCTPOWCTBA.

KpaTkuin 0630p

Hoas Bepcusi Elcomsoft System Recovery npegnaraeT MHOXeCTBO yfyylleHuin. B Bepcun 7.07 nossBUANCH
BO3MOXHOCTM, NO3BONSOLLME YTPOCTUTb BOCCTAHOBIEHNE OPUTMHAbHBIX NAPOen ANs AOCTyNa K y4ETHbIM
3anucsim Windows, co3aaTb 06pas gucka 1 aBTOMaTUYeCKM HaWTK 3aWwndpoBaHHble BUPTYasibHble MaLUMWHbI.

BaXXHble M3MEeHeH W4

MopaepKka HOBOro opmMaTa NapobHbIX MOACKA30K N

I'Iop,p,epx(Ka HOBOIO CI)OpMaTa NapoJibHbIX NOACKA30K A4 NOKaJibHbIX y‘-IéTHbIX 3anucen
Windows 10 n nssnevyeHune BOMPOCOB 1 OTBETOB Ha KOHTPOJ/IbHbIE BOMNPOCbLI MOTYT NOMOYb
Y3HaTb BaXHYIO Mchopmau,mo O Napondax nosib3oBareni.

ObHapyxeHe 3alnbpoBaHHbIX BUPTYanbHbIX MallWH U M3BeYEHME

MeTafaHHbIX WD POBaHMS

0:? BupTyanbHble MaLIMHbI, HacTO — 3alIM@POBAHHbIE, MOMYYUMN LUIMPOKOE PaCNpOCTPaHEHNME

[g?%‘gg] B KpMMUHanbHoM cpege. Elcomsoft System Recovery 7.07 no3BonsieT aBTOMaTUYeCKU
06HapyxnBaThb 3aWnbpoBaHHble BUPTYasibHble MalUUHbI U U3BNEKATb METAfaHHble
WwncbpoBaHMs, KOTOPbIE MOTYT BbITb MCMONb30BaHbI A5 BOCCTaHOBeHNs napons B Elcomsoft
Distributed Password Recovery.

Co3paaHune obpasa ancka

PacnpocTpaHEéHHas NpakTuKa cyfebHOoM 3KCnepTnsbl — aHann3 o6pa3oB AMCKOB, a He —
ursmnyeckmx yctponcTs. Elcomsoft System Recovery no3sonsieT co3gaBatb 06pasbl AUCKOB, [
He n3BneKad HaKONUTeNN, B TO Xe BpeMda CBOAA K HY/THO PUCKKU, CBA3aHHbIE C NCCiefOoBaHNEM =J
3arpy><eHHOMN CUCTEMblI.

[nobanbHbIV K3LW Napone

O\\ (/O BHoBOI1 Bepcum ESR nosiBnnace BO3MOXKHOCTb 06aB/IATb Maponu B o6anbHbii KW, B Kaw
37 ~O BxogaT BBegéHHble naponu BitLocker, Syskey, noackasku. KawmnposaHHble naponu 6yayt
MCMONb30BaThCs NPy Nepebope naposiein Nofb3oBaTeNEN.

O6HoBneHwe Bepcum cpeapsl Windows PE

MocTaBnsieMblil B BUAE 3apaHee HacTpOeHHON 3arpy3o4Hoii cuctembl Windows PE, koTopas B ESR

7.07 6b1n1a 06HOBMIEHa 0 aKTyanbHoOM Bepcum, Elcomsoft System Recovery npegnaraet wnpokue
BO3MOXHOCTM /151 BOCCTAaHOB/IEHWNSI AOCTYNa K 3a6/10KMPOBAHHBIM M 3a6POLIEHHbBIM Y4ETHBIM

3anucam Windows, BK/IloUYas noKanbHble, ceTeBble U y4ETHbIe 3anucu Microsoft Account. Bnarogaps ==
MCMO/Ib30BaHUI0 fopaboTaHHOro obpasa nuueH3npoBaHHol cpegbl Windows PE gnis 3arpyskm ¢
BHELUHEro HakonuTens obecneymBaeTcs pacluMpeHHas NOAAEPXKKA annapaTHOro obecnevyeHns u
noJsiHas nogaepxka Bcex Bepcuii FAT n NTFS.



https://www.elcomsoft.ru/esr.html
https://www.elcomsoft.ru/esr.html
https://www.elcomsoft.ru

CnrCOK BCex U3MeHeHu B Bepcuin 7.07

® TMopaepxka HOBOro hopmaTa NaposbHbIX @ Co3pgaHue obpasa ancka
MOAICKA30K A/151 JIOKA/bHbIX Y4ETHBIX 3anmcen @® CoszpgaHue rnobanbHOro Kalla BBEAEHHbIX UM
Windows 10 HalileHHbIX JaHHbIX, KOTOPbIN UCMONb3yeTCs NPy

@ M3BneyeHne BOMPOCOB 1 OTBETOB Ha nepebope naposei Nosib30BaTeNEN.
KOHTPO/IbHblE BOMpock! B Windows 10 @® O6HoBneHue Bepcum cpeapl Windows PE

@® Tounck 3awmdpoBaHHbIX BUPTYaIbHbIX MALLWH U ® VicnpaBneHus oWWBOK v yayyLIeHNs
coxpaHeHue daiinoB MeTalaHHbIX 4151 3anycKa MPOM3BOAUTENBHOCTH

nepebopa naposnei B UHCTpymeHTe Elcomsoft
Distributed Password Recovery

¢ [ESR v7.07.741] Working mode ==
@ Drive encryption keys e 7
Search for encrypted drives and dump encryption keys &/ [ESR wi.07.741] Please select @ user account E\
Encrypted Virtual Machines SAMpath: | E:Windows'system32\configlsam
" Search for VmWare and VirtualBox encrypted machines SYSTEM path: E:\Windows\system32\configisystem
) ) [ ] show password hashes
Copy haberﬁ!’.sys Decrypt password history hashes
Copy hiberfilsys file for further analysis
N RID User name Password LiveID Description
[o]), Create disk image 1 000001F4 Administrator Password! Mo Built-n account for admir
WMl 1 Creqte disk image and save it to a file 2 000001F7 DefaultAccount <empty = Mo A user account managed
a ) ) 3 000001F5 Guest <empty = No Built-in account for guest
&g Unlock BitLocker O;" ”"E’i 4 000003ES IEUser Password! Mo TEUser
Unprotect and activate BitLocker-encrypted driv
LURprotect and acivaie SILOCKEr-Enoryped drives 5 000003EA Sshd a:unknown} Mo
[ 00000 1F8 WDAGUtilityAccount  <unknown = Mo A user account managed
£ >
User has administrator rights Account is locked or disabled
Privilege Description
Help << Back Mext ==
< >

Select a user account and dick ‘Mext' to proceed

Help << Back Close

[anbHerwe nemncTBems

1. BceM aKTMBHbIM Nofb3oBaTensam MHCTpymeHTa Elcomsoft System Recovery npegnaraetcs 3arpy3utb
HOBYIO BEPCUIO MPOAYKTa, BBEAS AECTBYIOLWMI PErMCTPALMOHHBIN KNKOY B OHNalH-opme https://www.
elcomsoft.com/key.html.

2. Monb3oBaTenu,y KOTOPbIX MCTEK CPOK AENCTBUS NNLEH3UN NPOAYKTA, MOTYT NPOAANTL CBOK INLEH3MIO
MO COOTBETCTBYHIOLLEN LieHe, KOTOPYH MOXHO Yy3HaTb, BBEAS PErMCTPALMOHHbIN K4 B OHNAH-(opMe
(https://www.elcomsoft.com/key.html).

CBSXXMTECh C HAMU MO 3/IEKTPOHHOM noyTe sales@elcomsoft.com pns nonyvyeHus 6onee nogpobHoOM
MHbOPMaLUM NO 06HOBNEHMIO Y NPOANEHMIO IULLEH3UN.
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