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Elcomsoft System Recovery
Bepcua 7.05

Elcomsoft System Recovery nomoraet skcneptam-
KPUMMHaNMUCTaM Nony4ymTb JOCTYN K 3aWULLEHHBIM YYETHBIM
3anmcam Ha KomnbloTepax nog ynpasneHnem Windows n macOS.

KpaTkuin 0630p

B aTom Bbinycke Elcomsoft System Recovery pobaBneHa nogaepxka 3ainbpoBaHHbIX 4UCKOB
BitLocker. MpunoxeHune aBToMaTUYECKM OnpegenseT Hannyme 3awmdpoBaHHbIX TOMOB 1 BbIBOAUT
CMUCOK NOAAEePXKNBAEMbIX MPOTEKTOPOB, MO3BONSAOLLMX Pa3bNOKMpPOBaTL TOM. [1py NCMONb30BaHNUY
COOTBETCTBYIOLLErO NPOTEKTOPA (Naposis, K/t4a BOCCTaHOBMAEHUS unn USB) TOM aBTOMaTMYeCKK
pa3bioKNPYEeTCS U MOHTUPYETCS.

BaXHble M3MeHeHNd
Mopaepxka BitLocker

HoBasi Bepcus Elcomsoft System Recovery npefoctaBnsieT noaaepxky
3awmndpoBaHHbIX grckoB BitLocker. Bnarogaps nogpepxke BitLocker nonb3oBatenu

Elcomsoft System Recovery cMoryT nony4ntb ocTyn K y4éTHbiM 3anucsm Windows '_Q_
1 aHHbIM NOMIb30BaTeseN CUCTEMbI AAXKe B TOM C/ly4Yae, eC/in 3arpy304HbIN ANCK C:
3awmndpoBaH. [loCcTyn K JaHHbIM 3aLUMLEHHbIX pa3aenoB obecneynBaeTcs ¢ —
MOMOLLbO OAHOIO M3 NCMOJb3yeMbIX MPOTEKTOPOB: Naposb oT ToMa BitLocker, kntoy
BOCCTaHOBNeHUs (Recovery Key) nnu kntoy goctyna USB (USB Key).

MpunoxeHve aBTOMaTUYECKN ONpeaensieT Hanmyme 3awndpoBaHHbIX TOMOB U
BbIBOAUT CMMCOK NOAAEPXKMBAEMbIX MPOTEKTOPOB, NO3BONAIOLWMNX Pa3bIOKMPOBaTh
ToM. Mpr NCNonb30BaHUM COOTBETCTBYHOLLErO MPOTEKTOPa (Mapons, Knya
BOCCTAHOB/IEHUSI UK KNtoYa gocTyna USB) Tom aBToMaTnYeckmn pa3biokmpyeTcs 1
MOHTUpYeTCcs. MonyymB JOCTyN K 3almnbpoBaHHOMY TOMY, nofb3oBaTenn ESR moryT
npoaenaTtb BCe HEOOXOAMMbIE MAHUMNYNALMN C YY4ETHOW 3anNnCblo, BKKOYas cbpoc
naponsi, Ha3HaYeHne agMUHUCTPATUBHbIX NPUBUIETNI, U3B/IEYEHNE NAPONEN U X3LLEN.

MocTaBnseMbli B BUAE 3apaHee HaCTPOeHHO 3arpy3o4Hon cuctemsl Windows PE,
Elcomsoft System Recovery npegnaraeTt WwWnpoKre BOSMOXHOCTU A1 BOCCTAHOB/EHUS
A0CTyNa K 3a610KMPOBaHHbIM 1 3abPOLLEHHBIM YY4ETHbIM 3anucam Windows, Bktoyas

NoKanbHble, ceTeBble N Y4ETHble 3anucy Microsoft Account. Cuctema noctaBnsietcst '2;,,6'
c popaboTaHHbIM 06pa3oM nuueH3npoBaHHoM cpeabl Windows PE gnsi 3arpysku ¢ .5‘22.

BHELUHEro HaKOMUTENS C PaclUMPEHHON NOAAEPIKKONM annapaTHOro obecrneyeHus
1 NonHoN noaaepkkor Bcex Bepcuii FAT n NTFS, a Takke TOMOB, 3aLUMLLEHHbIX
BCTpoeHHon B Windows cuctemoli wndpoBaHusa auckos BitLocker.
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CNuCOK BCeX M3MeHeHu B Bepcuin 7.05

® [obaeneHa nogaepxka BitLocker, no3BonsoLLas MOMEHTAIbHO MOHTMPOBATL AVUCKMN NMPY HANNYUK
COOTBETCTBYHOLLErO NPOTEKTOPA (Mapons K TOMy, K/lko4a BocCcTaHOBAeHMS unn USB)

£ [ESRv7.5.656] Working mode — O >

Drive encryption keys
Search for encrypted drives and dump encryption keys

Copy hiberfil.sys
Copy hiberfil.sys file for further analysis

/<<% Unlock BitLocker drives
: Unprotect and activate BitLocker-encrypted drives

{1 [ESR+7.5.664] Loading hard disk drivers — O X

If you have any additional IDE/SCSI/RAID drivers, please install them here. A driver usually consists of one
or more *.INF files. Click "Load driver” button to install a disk driver (you'll be prompted for *.inf file).

Hard disk drives and storage devices of your system

Path Volume name  File system Type Size Interface
ci\ Elcomsoft System Recovery - Question
D:\
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= F:l It seems that you have a drive protected with BitLacker. Do
i you want to unlock and attach the drive? If you select No, you
G\ can do it any time later from Disk tools.
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[lanbHerwe nemcTBms

1. BceM akTuBHbIM Nonb3oBaTensim Elcomsoft System Recovery npegnaraetcsi 3arpy3uTb HOBYHO
Bepcuto 7.05, BBeASA AeCTBYOLWMIN PErncTPaLMOHHbIN KoY B OHNalH-dopme https://www.
elcomsoft.com/key.html.

2. TMonb3oBaTenu,y KOTOPbIX UCTEK CPOK AencTBma nuueHsnmn Elcomsoft System Recovery,
MOTYT NPOANTL CBOK JIMLEH3MIO MO COOTBETCTBYOLLEN LieHE, KOTOPYH MOXHO Y3HaTb, BBEAS
PerncTpaLmoHHbIN KoY B oHNanH-popme (https://www.elcomsoft.com/key.html).

CBSXKUTECh C HaMV MO 3N1eKTPOHHOM noyTe sales@elcomsoft.com gns nonyyeHus 6onee nogpobHOM
NHbOPMaLMM MO O6HOBIEHMIO U NPOAJEHNIO TULEH3UN.
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