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Elcomsoft iOS Forensic Toolkit
Bepcugd 7.0

Elcomsoft iOS Forensic Toolkit nomoraeT skcnepTaM-KpMMUHaNMUCTam
OCYLLECTBAATb PM3NYECKOE N NOTNYECKOE U3BNEYEHME faHHbIX

13 yCcTPoONCTB nog ynpasneHnem Apple iOS nyTém co3gaHus

n pewndpoBaHms obpasa dhalioBON CUCTEMbI YCTPOMCTBA U
N3BNEYEHUNSA CEKPETOB YCTPOMCTBA (Naponen, kntoyen wndhpoBaHus
N 3aLUMLLEHHBIX JaHHbIX).

KpaTKui 0630p

B o6HoBneHun Elcomsoft iOS Forensic Toolkit 7.0 gobaBneHa nogaepxKa HU3KOYPOBHEBOTO aHaNM3a
YCTPOMNCTB Nnog ynpaeneHnem iOS 14 - 14.3, BK/ItoUas NOCNeHee NOKOIEHNE YCTPONCTB Ha OCHOBE
npoueccopoB Apple Al4 Bionic (nnHelika iPhone 12 n iPad Air (4-ro nokonexus)). Mogaep>xMBaeTcs Kak
co3paHune obpasa pannoBo CUCTEMBI, TaK U M3BNeYeHNe 1 paclundpoBka CBA3KM KNtoven. YCTaHOBKa
pxennbpeinka He TpebyeTcs.

BaKHble M3MeHeH s
[MonHas noaaep)KKa yCTpoMCTB Ha npoleccopax Al4 Bionic

B Elcomsoft iOS Forensic Toolkit 7.0 nosBunack noggepxka nocnegHux mogenein iPhone, LLLLLLI
cobpaHHbIX Ha ocHoBe npoLleccopoB Apple Al4 Bionic. B cnncok nogaep)xmBaeMbix Moaenei Al4
BOLLNA BCSA IMHenKa iPhone 12 n iPad Air (4-ro nokoneHus), paboTatowwas nop ynpasieHNeM

iOS Bepcuii ¢ 14.0 no 14.3 BktounTenbHo. Moaaepxka iOS 14-14.3 pobaBneHa 1 ans Bcex LR RLLL
APYrux yCTPOWCTB, BbiMyLeHHbIX Apple 1 nogaep)xuBatolmx obHoBneHne ao i0S 14.

V13BnedeHve harnoBon cuctembl 1 CBA3KM Kntodel ans i0S 14.0 - 14.3
6e3 mrennbpenka

PaclumpeHue cnucka nogaepxunsaembix Bepcuii i0OS NOCpeacTBOM areHTa-3KCTpaKTopa
No3BONSIET U3BNEKATb faHHble U3 ycTponcTB iPhone 1 iPad 6e3 ycTaHOBKYM gxerinbpeinka.
Ansa noppepxrBaembix ycTpoincTs (iPhone 5s - iPhone 12) n Bepcunia iOS (¢ 9.0 no 14.3
BK/IIOYMTENBHO) Peain30BaHO KaK U3BeYeHre NoaHoro obpasa aitnoBoi cUcTeMbl, Tak

1 paclwmdpoBka CBA3KM KOYel, B KOTOPOM XpaHATCS MApO/v NONb30BaTENs, KUK,
cepTudUrKaTbl U MapKepbl ayTeEHTUdUKAL MK,

lcnonb3oBaHume dleHTa-aKCTPaKTOpPa

Mcnonb3oBaHMe areHTa-3KCTPaKToOpa NO3BOJISIET IKCMEPTaM U3BNEKATb AaHHble U3 iPhone
6e3 prennbpeinka, a npu MCNONb30BaHUN YYETHOW 3aMUCK, 3aPerMcTpMpoOBaHHON B
nporpamme Apple gnsa pa3paboTymKoB - 1 6e3 BbIXOga YyCTPOMCTBA B UHTEPHET. AreHT-
3KCTPAKTOP He MoanbULMPYET NOIb30BaTENbCKME AaHHbIE U LEMOHCTPUPYET BbICOKYHO
CKOPOCTb, HABEXHOCTb U COBMECTUMOCTb, CBOAS K HY/tO CBSI3aHHbIN C gxennbpeinkamm
PUCK MPUBEAEHNS YCTPONCTBA B HePaboToCcnocobHoe cocTosiHMeE. B cpaBHEHMM ¢ gpyrumm
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[OCTYMHbIMU METOAAMUN aHANM3a UCNOJIb30BAHME areHTa-3KCTPaKTopa ABNsSeTCs Hanbonee NPo3payHbIM
M YUCTbIM C KPUMUHANUCTUYECKON TOYKM 3PEHMS CMOCOBOM NONYYMTb JOCTYN K MaKCUManbHOMY 06BEMY
nHdopmauun. [na ycTaHOBKM areHTa pekoMeHayeTcst ncnonb3oBatb Apple ID, 3aperncTpvpoBaHHbIN B
Mporpamme pa3paboTtynka Apple. ns nonb3oBaTenen KOMMNbOTEPOB Mac AOCTYNEH anbTePHATUBHbI
cnocob, He Tpebytowmnin yyactus B Mporpamme paspaboTtymka Apple.

CNMCOK n3meHeHuin B Bepcim 7.0

@ [obaBneHa nonHas nogaepka (M3BevyeHne ®
darinoBoli cuctembl n CBA3KM KoYen) ans
Bepcuit i0S 14.0 - 14.3 (areHT-3KCcTpakTop 6€3

Moppep)KKa areHTOM-3KCTPAKTOPOM YCTPOMCTB,
paboTatowWwmx nog ynpaBneHmemM BCex BepCuii
i0S59.0-14.3 6€3 NpONYyCKOB U UCKJTKOYEHUI

mxeiinbpeiika). ® WcnpaBneHus oWMBOK v ynyyLieHns
® T[oppepxka Moaenei yCTpoMCTB, paboTaroLmx NMPOU3BOANTENBHOCTH

Ha npoueccopax Al4 Bionic (Bcs nnHelika

iPhone 12 n iPad Air (4-ro nokoneHus))
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Please select an action

Write keychain to directory <~>:
Device with udid 00008101- W -
Device Name: Vladimir's iPhone 12 Pro Max
Device Model: iPhonel3,4

05 Version: iPhone 05 14.2.1

Serial Number:

Build Version: 188121

has been detected. | o0ical acquisition
I DEVICE INFO Get basic device information
RECOVERY INFO Get information on device in DFU/Recover

= Please enter Apple ID (enrolled in the Apple Development Program is preferred): |
BACKUP - Create iTunes-style backup of the device

Please enter Apple ID password (normal, not app-specific):

MEDIA Copy media files from the device
has been detected.

SHARED Copy shared files of the installed appli \Device with udid
LOGS — Copy crash logs Device Name: Vladimir's iPhone 12 Pro Max
Device Model: iPhonel3,4

0S Version: iPhone 0S 14.2.1

Serial Number: =

Build Version: 18B121

Fuzoxn

If the device requires the passcode, please enter it within the
Progress: 7286869 bytes received Jailbroken devices acquisition
Keychain extraction has been completed. Now you can close the at™ 'y plessLe LOCK = Distbls Scraeh ok’ (WAELY Feboot)

on the device. i .
: A K KEYCHAIN — Decrypt device keychain
File has been saved to: /Users/ElcomSoft/keychain 00008101~ [ it system T hcquire device file system (as TAR archi

xml
File hash (SHA-1): 17155a2ef8811a6610d12e393218ba4169843del

Acquisition agent (limited compatibility) There are several viable for signing teams in your Apple ID:
Press 'Enter' to continue 1

INSTALL - Install acquisition agent on device 1. (Company/0Organization dev; active; )
KEYCHAIN 2. Vladimir Katalov (Individual dev; active;
3 FILE SYSTEM - Acquire device file system (as TAR archi 3, (Company/Organization dev; active; )
4 FILE SYSTEM (USER) - Acquire user files only (as TAR archive) ciioct the account to sign the application: [ !

~

- Decrypt device keychain

5 UNINSTALL - Uninstall acquisition agent from device
Legacy devices acquisition r
A LEGACY - Legacy devices acquisition (iPhone 4/5/5C)
X EXIT
> 1l

Kak 06HOBUTb NporpaMmy

1. Bcem akTuBHbIM nonb3oBaTtenam Elcomsoft iOS Forensic Toolkit npegnaraeTcs 3arpy3nTb HOBYO BEPCUIO
7.0 c canTa KOMMaHUK. 115 3TOro HEOH6XOAMMO BBECTU AENCTBYOWNIN PEFMCTPALNOHHbIN K/tOY B OHJTalH-
dopwme https://www.elcomsoft.com/key.html.

2. Tonb3oBaTenu,y KOTOPbIX UCTEK CPOK AencTBus nuueH3um Elcomsoft iOS Forensic Toolkit, moryT
NPOANUTbL CBOIO TMLEH3MIO MO COOTBETCTBYIOLLEN LIeHe, KOTOPY MOXHO y3HaTb Ha caiiTe, BBeas
perncTpaumnoHHbIi Koy B oHnanH-popme (https://www.elcomsoft.com/key.html).

CBSDKMTECH C HAMM MO 3N1EKTPOHHOW nouTe sales@elcomsoft.com gns nonyyeHus 6onee nogpo6HON
nHdopmMaLun No 06HOBAEHNIO MW MPOLNEHUNIO TNLEH3UN.
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