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Elcomsoft iOS Forensic Toolkit
Bepcud 6.40

Elcomsoft iOS Forensic Toolkit nomoraet akcnepTam-
KpMMUHaNNCTaM OCyLLeCcTBAATb U3NYECKOe N NOTUYeCcKoe

M3BeYEHNE JaHHbIX U3 YCTPONCTB nopd ynpasneHnem Apple iOS
nyTem co3panusa n aewmndpoBaHus obpasa ¢aiiioBo CUCTEMbI
YCTPOWCTBA 1 U3BIEYEHUSI CEKPETOB YCTPOMCTBA (Naponen,
Kntoyen WnhpoBaHMS 1 3aLNLLEHHBIX AaHHbIX).

KpaTKuii 0630p

B o6HoBneHnn Elcomsoft iOS Forensic Toolkit 6.40 nosiBnnack BO3MOXHOCTb pa3bnoKMpoBaThb
cMmapTdoHbl iPhone 5 1 iPhone 5¢ ¢ Hem3BecTHbIM KOgOM 610KMPOBKN. [onb3oBaTeNN
WNHCTPYMEHTapusi CMOryT BbICTPO NogobpaTh Koa 610KMPOBKM 3KpaHa U pa3bioKMpoBaTh IKpaH
yCTpouncTBa. Hawa peannsauns He TpebyeT pa3bopKu yCTPOMCTBA MU AONOHUTENBHOIO
annapaTHoro obecneyeHus. [1na NpoBefeHUs aTakmn TpebyeTcs KoMnbloTep nog ynpasneHvem macOS.

BayHble n3MeHeHns

Pazbnokmposka iPhone 5 1 iPhone 5¢ ¢ Hen3BeCTHbIM Naponem

B akocucTeme Apple Ha koae 610KMPOBKM 3KpaHa OCHOBAH K/HOY WM POBaHKUS,
NnocpeCcTBOM KOTOPOrO B XpaHU/KLLE YyCTPOMCTBA 3aLmdpoBaHa NogaBnsioLias 4acTb
No/Ib30BaTeNbCKMX AaHHbIX. 3alnTa Ha ycTponcTBax iPhone 5 n 5¢ peannsoBaHa

Ha NPOrpaMMHOM YPOBHE, YTO NMO3BOJIN/IO HAaLLIMM pa3paboTynkam e€ obonTu
NPOrpaMMHbIM Xe CMocoboMm.

CKopoCTb Nepebopa Naposien AoCTUraeT MaKCMManbHO BO3MOXHOW Lndpbl B 13.6 naponei

B CEKYHAY (annapaTHbIi npegen nnatdopmbl), 4TO N03BONSIET NepebpaTh BCe BO3MOXHbIE
KoMbuHaLmu naponen n3 4 undp Bcero 3a 12 MuHyT. Maponu, coctosawme ns 6 umdp, nepebupatoTcs
B TeYeHMe 21 Yaca B NOSIHOM 06bEME, OfIHAKO peanibHoe BpeMs pPa3bioOKMPOBKIN MOXET ObITb
3HaYMTENbHO COKpaLLeHo, bnarofaps NnpefBapuTeNbHONM aTake Mo CaMblM PACNPOCTPAHEHHbIM
naponsm.

CNUCOK M3MeHeHun B Bepchn 6.40

® JKCnepuMeHTanbHasi NOAAEPKKA BOCCTAHOBNEHMS KOAa 610KMPOBKK 3KpaHa iPhone 5/5¢
(Tonbko B Bepcum gna macOS)

@® YnydyweHa yCTaHOBKaA areHTa U3Bfie4yeHus npu ncnonbsoaHmm Apple ID, NogKNOYEHHOTO K
HECKO/IbKMM YYETHbBIM 3anmncsiM pa3paboTymka

O Vnquueva npon3BoaAnTENbHOCTU N UCMNPaB/IEHNA owmnbok


https://www.elcomsoft.ru/eift.html
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Device connected: Daddy’s iPhone

Hardwarg modeLs NA9AF Please select an action
05 version: 10.2.3 1 Put device in DFU mode
Device ID: 8f8c0c@4178595029ae176f077e0aad48586aalch i .

2 Exploit device
3 Break 4-digit passwords
4 Break 6-digit passwords
5 Reboot device

Please select an action

Logical acquisition

I DEVICE INFO — Get basic device information
R RECOVERY INFO - Get information on device in DFU/R @ Back
B BACKUP — Create iTunes-style backup of the
M MEDIA — Copy media files from the device >: 2
S SHARED — Copy shared files of the installed
L LOGS — Copy crash logs Detecting device type...
Connected to iPhone5,4, model n49ap, cpid 0x8950, bdid 0x0Qe
Physical acquisition (for jailbroken devices) DFU device infomation
D DISABLE LOCK - Disable screen lock (until reboot) CPID:0x8950 CPRV:0x2@ BDID:0@x0E ECID:0x000001071A@DCD8B CPFM:0@x®3 SCEP:0x10
K KEYCHAIN — Decrypt device keychain IBFL:0x00
F FILE SYSTEM - Acquire device file system (as TAR SRTG: [iBoot-1145.3]
. . . Exploiting with checkm8
Acquisition agent (limited compatibility) Device is now in pwned DFU mode!
1 INSTALL — Install acquisition agent on devic
2 KEYCHAIN — Decrypt device keychain ; . .
3 FILE SYSTEM - Acquire device file system (as TAR I[;oadlng ;BiS.g@ap on device...
4 FILE SYSTEM (USER) - Acquire user files only (as TAR ar ecrypted Img3 image
5 UNINSTALL — Uninstall acquisition agent from d Uploading soft DFU
Experimental features Loading iBEC.n48ap on device...
P BREAK PASSCODE - iPhone 5/5C only [ 1 100.0%
X EXIT Loading DeviceTree.n48ap on device...
[ 1 100.0%
>: I
Loading ramdisk on device...
[ 1 100.0%
Loading DeviceTree.n48ap on device...
[ 1 100.0%

Loading kernelcache.n48ap on device...

Waiting for device to boot...
Mounting user partition...

Press 'Enter' to continue

Kak 06HOBWTb NPOrpaMmy

1. Bcem akTuBHbIM nonb3oBaTensim Elcomsoft iOS Forensic Toolkit npegnaraetcs 3arpy3utb
HOBYH BEPCUIO 6.40 C cailTa KOMMAHUK. 119 3TOro HEO6XOAMMO BBECTU AEUCTBYHOLLMIA
perncTpaumoHHbIN Koy B oHNanH-dopme https://www.elcomsoft.com/key.html.

2. lMonb3oBaTenu, y KOTOPbIX UCTEK CPOK aencTBua nuueHsnn Elcomsoft iOS Forensic Toolkit, moryT
NPOA/NTb CBO INLLEH3MIO MO COOTBETCTBYIOLLEN LIEHE, KOTOPYH MOXHO Y3HATb Ha CanTe, BBEAS
perncTpaumoHHbIN KoY B oHNanH-popme (https://www.elcomsoft.com/key.html).

CBSHKMTEChb C HAMW MO 31EKTPOHHOM noyTe sales@elcomsoft.com pns nonyyeHust 6onee nogpobHon
NMHdopMaLMm N0 0OGHOBNEHUIO MW NMPOANEHUNIO NTNLEH3NN.
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