ELCOMSOFT | V3MEHEHNS B HOBOW BEPCUY

DESKTOP, MOBILE & CLOUD FORENSICS ABryct 2020

Elcomsoft iOS Forensic Toolkit
Bepcud 6.30

Elcomsoft iOS Forensic Toolkit nomoraet akcnepTam-

KPUMUHANMCTaM OCYLLECTBAATL PU3MYECKOE U IOrNYecKoe
M3BeYEHNE JaHHbIX U3 YCTPONCTB nopd ynpasneHnem Apple iOS
nyTem co3panusa n aewmndpoBaHus obpasa ¢aiiioBo CUCTEMbI
YCTPOWCTBA 1 U3BIEYEHUSI CEKPETOB YCTPOMCTBA (Naponen,
Kntoyen WnhpoBaHMS 1 3aLNLLEHHBIX AaHHbIX).

KpaTkuin 0630p

B o6HoBneHun Elcomsoft iOS Forensic Toolkit 6.30 pacumpeH cnncok Bepcuin i0S, 4ns KOTopbix
AOCTYMNHO M3BNeYyeHne obpasa dalinoBo cuctemsl 6e3 gxennbperika. M3BneyeHne nocpeacTBoM
areHTa-3KCTpaKTopa Tenepb JOCTYNHO A5l BCeX 64-6MTHbIX ycTpoicTB iPhone 1 iPad nopg,
ynpaBfieH1eM Bcero cnekTpa Bepcuin i0S 9. Kpome Toro, ob6aBneHa BOSMOXHOCTb M3BNEKATb U3
(alinoBOWN CUCTEMBI TOMIBKO AaHHble NONb30BaTENS, NPONYCKasi CUCTEMHbIE haiiibl U BUBANOTEKMN.

Ba)KHble M3MEHEeH WS

MonHasa noaaepxka i0S 9 be3 ycTaHOBKM Mxennbpeinka

B Elcomsoft iOS Forensic Toolkit 6.30 Mbl paclumpunm nogaepx Ky ctapbix Bepcuin iOS. B
HOBOW BepcUm NHCTPYMeHTapus gobaBneHa nogaepxka pacwndpoBkm CBA3KN KkOYeln
1 n3BnevyeHuns hannoBon cucTembl 4N1s 64-pa3psigHbix ycTponcTs Apple, paboTatowmx
nog ynpasneHuem Bcex Bepcuii iOS 9. Noagaepxka ctapbix Bepcuia iOS BaxkHa s
PabOTHMKOB KpUMNHANNCTUYECKNX NabopaTopuid, B KOTOPbIe MOCTYNaT YCTPONCTBA,
MHOTMe U3 KOTOPbIX HEe 0GHOBASINCE FOAAMM MW HU Pa3y C MOMEHTA NPMObpeTEHMS.

BaXKHO OTMETUTb, YTO NoAAEPKMBALOTCS BCe Bepcum iOS 9 Ha BCex yCTPOMCTBAX, 4151 KOTOPbIX OHU
66111 [OCTYNHbI. B Yncno nogaepxmnBaemMbix yCTPOUCTB BowAn cMapTdoHbl iPhone 5s, iPhone 6 1 6
Plus, iPhone 6s 1 6s Plus. Takxe nogaepxuBaetcs nepsas Bepcus iPhone SE, BeinyweHHas ¢ i0S 9.3.
HakoHeLl, HOBbIN MeTOA M3BeYeHMs paboTaeT Ha nnaHwetax iPad Air, iPad Air 2, iPad Mini 2 - 4, a
TaKXe Ha NnepBoM nokoneHuu iPad Pro.

[na ycTaHOBKM areHTa Heobxogmmo ncnonb3oBaTb Apple ID, 3aperucTpupoBaHHbIn B Mporpamme
pa3paboTynka Apple. NMoapobHee 06 3TOM B cTaTbe MO6UNbHAs KpUMUHANNCTUKA: YYETHbIE 3aMnUCh
Apple gns pa3paboTymKoB.

HoBbIM PEXNVM N3BEHEHWA OAaHHbBIX MO/Ib30BaTE A

B TekyLieM 06HOBNEHMM NPeACTaB/IEH M HOBbIV PEXUM U3B/I€YEHUS AaHHbIX. B HOBOM
pexunme 13 dhannoBol CUCTEMbI U3BEKAOTCS TONbKO AaHHble NOoMb30BaTeNsl, HO He
(aiinbl onepaunMoHHON CUCTEMbBI, YTO SKOHOMUT BPEMS U MECTO Ha ANCKe. B cucteMHom
pa3gene iOS cogepxatcs ucnonHsemble annbl u 6UbAMoTeKN, Heobxoanmble ans
paboTbl ONepaunoHHOM CUCTEMBI. 32 UCKIOYEHMEM C/TYHaEeB C UCNOJIb30BaHMEM
pKennbperika, CopepXXnMoe CUCTEMHOIO pa3fesna CoBrnagaeT Ha YCTPOMCTBAX OQHOMN U
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TOW xe Mofenn, paboTatoLLMX Noa ynpaBieHNneM ofHON 1 Tol e Bepcun i0S, 1 He NpeacTaBnseT
LLeHHOCTW /19 pacc/ieloBaHus.

OCHOBHbl€ NMPenMyLLECTBA HOBOTO METOAA — YCKOPEHME N3BEYEHMS AaHHbIX U YNPOLLEHME UX
aHanu3sa. Tak gnsa iPhone Manon EMKOCTM HOBasi ONLUMS MOXET YCKOPUTb U3BNEYEeHNe B iBa-TpU pasa.
Ha ycTpouncTBax ¢ 60nbluen EMKOCTbIO HOBbIM METOS, CYLLLECTBEHHO YMNpoLLaeT paboTy C AaHHbIMU.

CNUCoK n3MeHeHun B Bepcuin 6.30

® [lobaBneHa nonHas noaaepxka (n3sneyveHne annoBon cuctembl n CBA3KM Kntoven) ans i0OS 9
(areHT-a3KCTpaKTOp 6€3 mxennbpeika)

® [obaBneHa BO3MOXHOCTb M3B/IEYEHNS TONIbKO NOJIb30BaTeIbCKON 06nacTu haiiIoBOM CUCTEMDI
(cucTeMHble annbl He 3BNeKatoTCs)

®  ® 7 ElcomSoft — Toolkit.command — tee « Toolkit.command — 76x41

IcomSoft — Toolkit.command — tee « Toolkit.command — 80x35
Welcome to Elcomsoft i0S Forensic Toolkit

This is driver script version 6.30/Mac for 64bit devices \indumper utility on device...

| utility to /keychaindumper

fUsers/ElcomSoft/Desktop/EIFT610/macosx/../tools/keychain_dumper_ru

'keychain_dumper_runner

(c) 2011-2020 Elcomsoft Co. Ltd.

{Users/ElcomSoft/Desktop/EIFT610/macosx/../tools/keychaindumper to

Device connected: Vladimir's iPhone 11 Pro Max \dumper

Hardware model: D431AP

Serial number: - .- P utility is successfully loaded on device!
0S version: 13.4.1 tomSoft/keychaindumper: No such file or directory
Device ID: 00008030—4 .- ted.
Please select an action Mn...
{0 /bin directory...

Logical acquisition isions...

I DEVICE INFO - Get basic device information

R RECOVERY INFO - Get information on device in DFU/Recovery mode

B BACKUP — Create iTunes-style backup of the device ATV,

M MEDIA - Copy media files from the device ‘ ) titlements...

S SHARED — Copy shared files of the installed applications \in_dumper. ..

L LOGS — Copy crash logs \in_dumper...

| 225 items of class 'genp'

Physical acquisition (for jailbroken devices) | 30 items of class 'inet'

D DISABLE LOCK — Disable screen lock (until reboot) 1 '

K KEYCHAIN — Decrypt device keychain 17 1tlems of class ?ert '

F FILE SYSTEM - Acquire device file system (as TAR archive) |25 items of class 'keys
| 7 items of class 'idnt'

Acquisition agent (limited compatibility) fpted successfully.

1 INSTALL - Install acquisition agent on device

2 KEYCHAIN - Decrypt device keychain

3 FILE SYSTEM — Acquire device file system (as TAR archive)

4 FILE SYSTEM (USER) — Acquire user files only (as TAR archive)|

5 UNINSTALL — Uninstall acquisition agent from device
to continue
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[anbHenwye 0encTBums

1. Bcem akTuBHbIM nonb3oBaTensim Elcomsoft iOS Forensic Toolkit npegnaraetcs 3arpy3untb
HOBYIO Bepcuto 6.30 ¢ canTa KoMnaHuK. 115 3Toro Heo6xoAMMO BBECTU AENCTBYIOLLNIA
PerncTpaumoHHbIN KoY B oHNarH-dhopme https://www.elcomsoft.com/key.html.

2. lMonb3oBaTenu,y KOTOPbIX UCTEK CPOK aencTBMA nuueH3nn Elcomsoft iOS Forensic Toolkit, moryT
NPOAANTb CBOKO TMLEH3MIO MO COOTBETCTBYHOLLEN LIeHe, KOTOPYH MOXHO Y3HaTb Ha calTe, BBEAs
pPerncTpaLmoHHbIN KoY B oHNarH-popme (https://www.elcomsoft.com/key.html).

CBS)KMTECh C HAMM MO 3IEKTPOHHOM noyTe sales@elcomsoft.com gna nonyvyeHunsa 6onee nogpobHom
MHbOpPMaLMM MO OBHOBNEHNIO UTW MPOANEHMIO TULEH3UN.
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