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Elcomsoft iOS Forensic Toolkit
Bepcua 6.20

Elcomsoft iOS Forensic Toolkit nomoraeT akcnepTam-
KPMMUHANNCTaM OCYLLECTBAATb (PM3NYECKoe 1 ormyeckoe

N3BNEYEHUNE JaHHbIX U3 YCTPOMCTB nopd ynpaeneHuem Apple iOS
NyTEM Co3gaHua 1 aewndpoBaHus obpasa dhannoBon CUCTEMDI
YCTPOWCTBA 1 U3BIEYEHUNSI CEKPETOB YCTPOMCTBA (Naponen,
KnoYen wnbpoBaHUS U 3aLLMLLEHHbIX AaHHbIX).

KpaTkuin 0630p

B o6HoBneHnun Elcomsoft iOS Forensic Toolkit 6.20 pacwmpeH cnvcok Bepcnin iOS, ons KOTOPbIX
[OCTYNHO M3BNeYeHne obpasa arinoBon cuctemol 6e3 gxennbperika. M3sneyeHne nocpeacTBOM
areHTa-aKCTpaKTopa Tenepb J4OCTYNHO Ans 60nblIMHCTBA ycTponcTs iPhone niPad nog,
ynpaBneHunem ctapbix Bepcuii iOS 10. Kpome Toro, Mbl 406aBUAN NOAAEPXKKY U3BNEYeHUs hainiIoBOM
cucTtembl 3 iPhone 5s 1 6 Nog ynpaBneHMEeM HECKONTbKUX paHee He NoaaepXXunsaembix sepcuii i0S 12.

BayHble n3MeHeHns

MonHas noaaepxka iOS 10 6e3 ycTaHOBKM Axennbpeiika

B HOBOW Bepcuun MHCTPYMEHTapusi Mbl 4O6aBUIM NOAAEPXKKY pacwm@poBkm CBA3KK
KNoYen n nssneyveHmns harinoBon CUCTEMbI AN YCTPOMCTB, paboTatowmx nog
ynpaBneHunem Bcex Bepcuin iOS 10. MNogaepxka ctapbix Bepcuid iOS BaxHa gns
paboTHMKOB KPUMUHANNCTUYECKUX TabopaToOpui, B KOTOPble NOCTYNakOT YCTPONCTBA,
KOTOpble He OBHOBASINCH C MOMEHTa NpUObpeTeHMs.

be3onacHoe n3BnevyeHmne nonb3oBaTeNbCKUX AaHHbIX Ha 10S 12

Kpome Toro, areHT-3KCTpaKTop Tenepb COBMECTUM U C PpaHee He Mo AePKNBAEMbIMU
BepcunsiMm iOS 12, 3anyLieHHbIMU Ha Moaensix iPhone 5s 1 6. AreHT-3KCTpaKTop
paboTaeT 6e3 yCcTaHOBKM gxennbpeika. [1ns yCTaHOBKM areHTa HeobxoamMmo
ncnonb3osatb Apple ID, 3apernctprupoBaHHbil B [Iporpamme paspabotymka Apple.

[TonHoe n3BneyveHe aaHHbIx n3 Apple TV

HakoHeL,, Mbl 06HOBMAN NoaaepxKy yctponcts Apple TV, po6aBrB paclum@poBKy

CBA3KM K/T0YEN K y)Ke MMEIOLLENCS BO3MOXHOCTY N3BeYeHUs hainioBOM CUCTEMDI.

HoBasi BO3MOXHOCTb JOCTYMNHa A5t 06enx akTyanbHbix Mmogenen Apple TV 4 (Apple TV ”tv
HD) n Apple TV 4K nop ynpaBneHuem tvOS 13.4 - 13.4.5. I3BneveHne BO3MOXHO Mpw
Mcnonb3oBaHUN mxennbpenka uncOver; gononHUTeNbHas MHDoOpMaLns 06 yCTaHOBKe

aToro gxennbperika Ha Apple TV - B Hawem 6nore: Jailbreaking Apple TV 4K.


https://blog.elcomsoft.com/2020/06/jailbreaking-apple-tv-4k/
https://www.elcomsoft.ru/eift.html
https://www.elcomsoft.ru/eift.html
https://www.elcomsoft.ru

CNuUcoK n3MeHeHun B Bepchmn 6.0

® [obaBneHa pacwmndpoBka CBA3KM KtoYen
Ha Apple TV 4 n 4K nop ynpasneHunem tvOS
13.4-13.4.5

® [lobaBneHa nonHas noaaepxka
(n3BneyveHune hanmnosom cuctemol 1 CBA3KM
kntoyven) gna iOS 10 (areHT-3KcTpakTop 6€3
pxennbpelika)
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Welcome to Elcomsoft iOS Forensic Toolkit
This is driver script version 6.20/Mac for 64bit devices

(c) 2011-2020 Elcomsoft Co. Ltd.

Device connected: Bad & Mad
Hardware model: N61AP

0S version: 10.2.1

Device ID: -

Please select an action

Logical acquisition

I DEVICE INFO - Get basic device information

R RECOVERY INFO - Get information on device in DFU/Recovery mode
B BACKUP - Create iTunes-style backup of the device

M MEDIA - Copy media files from the device

S SHARED - Copy shared files of the installed applications
L LOGS - Copy crash logs

Physical acquisition (for jailbroken devices)
D DISABLE LOCK - Disable screen lock (until reboot)
K KEYCHAIN - Decrypt device keychain
F FILE SYSTEM - Acquire device file system (as TAR archive)

Acquisition agent (limited compatibility)
1 INSTALL - Install acquisition agent on device

2 KEYCHAIN - Decrypt device keychain

3 FILE SYSTEM — Acquire device file system (as TAR archive)
4  UNINSTALL - Uninstall acquisition agent from device

X EXIT

>: 1

1I

[lanbHerwe nemcTBms
1.

[lobaBneHa nogaepxKa paHee He
nogaepxuBaembix Bepcuin iOS 12 ans
iPhone 5s 1 iPhone 6 (areHT-3KkCcTpakTOp
6e3 prennbpelika; ToNbKO N3BNEYEHNE
alinoBom cUCTeMbI)

7 ElcomSoft — Toolkit.command — tee « Toolkit.command — 80x35

Loading keychaindumper utility on device...

Trying to load utility to /keychaindumper

lopying file /Users/ElcomSoft/Desktop/EIFT610/macosx/../tools/keychain_dumper_ru
iner to file /keychain_dumper_runner

file uploaded

lopying file /Users/ElcomSoft/Desktop/EIFT610/macosx/../tools/keychaindumper to
file /keychaindumper

file uploaded

{eychaindumper utility is successfully loaded on device!

m: /Users/ElcomSoft/keychaindumper: No such file or directory

Incover detected.

Jumping keychain...
loving files to /bin directory...
jetting permissions...

ixecuting...
letected AppleTV.
jenerating entitlements...

) @ 7 ElcomSoft — Toolkit.command — tee « Toolkit.command — 76x26

Welcome to Elcomsoft i0S Forensic Toolkit
This is driver script version 6.20/Mac for 64bit devices

(c) 2011-2020 Elcomsoft Co. Ltd.

lte keychain to directory <~>: 1
fice with udid & * has been detected.
fice Name: Bad & Mad

tice Model: iPhone7,2

Version: iPhone 0S 10.2.1

fial Number: - o~

[ld Version: 14D27

rase, enter the passcode on the device within the next 60 seconds.

)gress: 1698938 bytes received

rchain extraction has been completed. Now you can close the acquisition ag

: on the device.

.e has been saved to: /Users/ElcomSoft/keychain_sein o i - " f
e 9 _20200613T113751. xml

rale hash (SHA-1): 13283e47ce2b752842f4b32225ee@f1cb9614b

Press 'Enter' to continue

Bcem akTuBHbIM Nonb3oBaTenam Elcomsoft iOS Forensic Toolkit npepgnaraetcs 3arpysnTb

HOBYH BEPCUIO 6.20 C cailTa KOMMaHUK. 115 3TOro HEO6XOAMMO BBECTU AENCTBYHOLLMIA
pPerncTpaumoHHbIN KoY B oHNarH-dopme https://www.elcomsoft.com/key.html.

Monb3oBaTenu, y KOTOpPbIX UCTEK CPOK AencTBusa nuueHsnn Elcomsoft iOS Forensic Toolkit, moryT

NPOAAUTb CBOKO IMLEH3MIO MO COOTBETCTBYHOLLEN LIeHe, KOTOPYH MOXHO Y3HaTb Ha canTe, BBEAS
PerucTpaLymoHHbIN KoY B oHnaH-dpopme (https://www.elcomsoft.com/key.html).

CBSXKUTECh C HaMU MO 3N1eKTPOHHOM noyTe sales@elcomsoft.com gns nonyyeHus 6onee nogpobHON
MHbOPMaLMM MO 06HOBIEHMIO U NPOAJEHNIO TULEH3UN.
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