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Elcomsoft iOS Forensic Toolkit
Bepcuia 6.0

Elcomsoft iOS Forensic Toolkit nomoraeT akcnepTam-
KPMMWHANNCTaM OCYLLECTBAATb (PM3NYEeCKoe 1 ormyeckoe

N3BNEYEHWNE JaHHbIX U3 YCTPOMCTB nofd ynpaeneHnem Apple i0S
nyTeM co3gaHusa n gewndpoBaHus obpasa dhannoBon CUCTEMbI
YCTPOWCTBA 1 U3BIEYEHUNSI CEKPETOB YCTPOMNCTBA (Naposnen,
KnoYen wnbpoBaHUS U 3aLLMLLEHHbIX AaHHbIX).

KpaTkuin 0630p

B 06HoBneHMK iOS Forensic Toolkit 6.0 nosiBunacb BO3MOXHOCTb U3B/IEKATb AaHHble 6e3 pxrennbpeika n3
aKTya/IbHOrO NOKOIeHNs YyCTPOUCTB iPhone, paboTatowwmx Ha camblx CBeXMX Bepcusix i0S. B obHoBeHNM
EIFT 6.0 paclumpeH cnmcok Bepcunii i0S, a5t KOTOPbIX LOCTYNHO M3BnevyeHne obpasa (painioBoin cucTembl
6e3 prennbpeiika. i3BnevyeHve NOCPeACTBOM areHTa-3KCTpaKTopa Tenepb J4OCTYMNHO A5 60NbLWMHCTBA
yctponcts iPhone v iPad nog ynpaeneHnem nocnegHux sepcuin iOS ot 13.3.1 a0 i0S 13.4.1 BKAOYUTENBHO.

BaXXHble M3MEeHeH W4

[ToppepxvBaembie Bepchmn i0S

B HoBoW Bepcum Elcomsoft iOS Forensic Toolkit 6.0 pacwmpeH cnvcok Bepcuin ioS,
AN KOTOPbIX AOCTYMHO M3BNeYeHne obpasa dhalinoBo cuctemsl 6e3 mxennbpeika,
NoCpeaCcTBOM areHTa-3KCTpaKTopa. CHATME faHHbIX CTano A4OCTYMNHO A8 YCTPOWCTB,
paboTatoLmx noa ynpasieHnem nocniegHux sepcuii ioS 13, Bkntovas cbopkm i0OS
13.3.1,13.4n 13.4.1.

[ogaepxrBaemble MOAENM YCTPONCTB

i3BneyeHMe NoCpeaCcTBOM areHTa-3KCTpaKTopa He TpebyeT yCTaHOBKM Axennbpeika
1 paboTaeT Ha BCEX COBMECTUMbIX YCTPOMCTBAX BMNIOTb 0 aKTyasbHbIX MOgeNnen
iPhone 11, iPhone 11 Pro, iPhone 11 Pro Max n SE 2020, a Takxe iPad, ocHOBaHHble

Ha aHaNornYHbIX Npoueccopax. [pxennbpenk checkraln HegocTyneH ANs yCTponcTB
nokoneHui A12-A13, 4To fenaeT areHT-3KCTPAKTOP eANHCTBEHHbIM JOCTYMHbIM
CNocoboM N3BNEeYEHUS JaHHbIX.

be3onacHoe nisnevyeHmne gaHHbIX

MeTop HM3KOYPOBHEBOTO U3BMIEYEHMS faHHbIX MOCPEACTBOM areHTa-3KCTPaKTopa No3BOSIET
3KCnepTaMm 6bICTPO M MaKCUMaIbHO 6e30MacHO M3B/eYb MNOMHbIV 06pa3 dhannoson

cucTeMmbl, a ans Bepcnin i0S go 13.3 BKNOYMUTENBHO — U paclumdpoBaTb CBA3KY KIHOYEN.

[JaHHbIV MeTOg, N3BNEYEHNS HE MOANMDULMPYET CUCTEMHBIN pa3fen U Nob30BaTeIbCKUe

AaHHble, He BNUsIeT Ha paboToCnocobHOCTb YCTPOMCTBA U HEe OCTaBASIET CiefoB paboTbl (3a + 10
NCK/TIOYEHVEM HECKObKUX 3annceln B CUCTEMHOM XypHane).


https://www.elcomsoft.ru/eift.html
https://www.elcomsoft.ru/eift.html
https://www.elcomsoft.ru

YYéTHas 3anmnch pa3paboTymKa
AreHT-3KCTPAKTOpP YCTaHAB/IMBAETCS HA YCTPOMCTBO B pexume odnanH, 6e3

A

CBSAI3U C UHTEPHETOM, MPU YCIOBUM NCNONb30BaHNS Y4ETHOM 3anucu Apple ID,
3aperncTpupoBaHHom B nporpamme Apple ans paspabotymkos. MogpobHee 06

YYETHbIX 3aMMCAX U perncrpaumm B nporpamme Apple gns pa3paboTynkoB - B CTaTbe
«MobunbHas KpMMUHANKCTUKA: y4ETHBIE 3anucn Apple ans pa3paboTymKoB».

CNMCOK M3MeHeHW B Bepcuin 6.0

® [lobaeneHa noppepxkaiOS 13.3.1 oo i0S 13.4.1 pnst n3BneveHust hanmnoBom cuctemsl n3 iPhone

niPad nocpeacTBOM areHTa-3kcTpakTopa (Mogenu iPhone 6s -

SE).
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| Welcome to Elcomsoft i0S Forensic Toolkit

| This is driver script version 6.0/Mac for 64bit devices
|
|
|

(c) 2011-2020 Elcomsoft Co. Ltd.

Device connected: Vladimir’s iPhone SE 2020
Hardware model: D79AP

Serial number:

0S version: 13.4.1

Device ID: 00008030 v -

Please select an action
Log1ca1 acquisition

DEVICE INFO
RECOVERY INFO

- Get basic device information

- Get information on device in DFU/Recovery mode
- Create iTunes-style backup of the device

— Copy media files from the device

— Copy shared files of the installed applications
- Copy crash logs
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Physical acquisition (for jailbroken devices)
D DISABLE LOCK - Disable screen lock (until reboot)
K KEYCHAIN — Decrypt device keychain
F  FILE SYSTEM - Acquire device file system (as TAR archive)

ACqulSlthn agent (limited compatibility)

INSTALL - Install acquisition agent on device
2 KEYCHAIN — Decrypt device keychain
3 FILE SYSTEM - Acquire device file system (as TAR archive)
4 UNINSTALL - Uninstall acquisition agent from device
X EXIT
>:

[lanbHerwe nemcTBms

iPhone 11, 11 Pro, 11 Pro Max n

ElcomSoft — Toolkit.command — tee « Toolkit.command — 76x34

Welcome to Elcomsoft i0S Forensic Toolkit
This is driver script version 6.0/Mac for 64bit devices

(c) 2011-2020 Elcomsoft Co. Ltd.

Device with udid 00008030-+wv -
Device Name: Vladimir’'s iPhone SE 2020
Device Model: iPhonel2,8

0S Version: iPhone 0S 13.4.1

Serial Number:

Build Version: 17E8258

has been detected.

Device will be enrolled in the Apple Developer Program.

Install: CreatingStagingDirectory (5%)
Install: ExtractingPackage (15%)
Install: InspectingPackage (20%)
Install: TakingInstallLock (20%)
Install: PreflightingApplication (30%)
Install: InstallingEmbeddedProfile (30%)
Install: VerifyingApplication (40%)
Install: CreatingContainer (50%)
Install: InstallingApplication (60%)
Install: PostflightingApplication (70%)
Install: SandboxingApplication (80%)
Install: GeneratingApplicationMap (90%)

Process has been completed.

Please launch the Acquisition agent on the i0S device now and keep it runnin
g in the foreground.

Press 'Enter' to continue

1. Bcem akTuBHbIM nonb3oBaTensim Elcomsoft iOS Forensic Toolkit npegnaraetcs 3arpy3utb
HOBYH Bepcuto 6.0 C cariTa KoMNaHun. s 3Toro He0H6X0AMMO BBECTU AENCTBYHOL M
pPerncTpaumoHHbIN KoY B oHNanH-dopme https://www.elcomsoft.com/key.html.

2. TlMonb3oBaTenu,y KOTOPbIX UCTEK CPOK AencTBmsS nuueHsnm Elcomsoft iOS Forensic Toolkit, moryT
NPOA/INTb CBO INLLEH3MIO MO COOTBETCTBYIOLLEN LIeHE, KOTOPYH MOXHO Y3HaTb Ha CanTe, BBeaS
PerucTpaLymoHHbIN Koy B oHnaH-dopme (https://www.elcomsoft.com/key.html).

CBSXKUTECh C HaMU MO 3N1eKTPOHHOM noyTe sales@elcomsoft.com gns nonyyeHus 6onee nogpobHOM
NHbOPMaLMM MO 06HOBIEHMIO MW NPOAJEHNIO TULEH3UN.
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