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Elcomsoft System Recovery

Bepcng 7.06

Elcomsoft System Recovery nomoraet skcnepTam-KpuMmMHanu-
CTaM NONy4YUTb AOCTYN K 3aLULLEHHBIM YY4ETHbBIM 3aMUCAM U
3awndpoBaHHbIM TOMaM. CO34a€ET 3arpy304Hble yCTPONCTBA.

Elcomsoft Forensic Disk Decryptor

Bepcns 2.13

Elcomsoft Forensic Disk Decryptor obecneuynsaet
ObICTPbIN JOCTYN K aHHbIM, XPaHALMMCS B MTONYASPHbIX
KPUNTOKOHTENHEepaX.

Elcomsoft Distributed Password Recovery
Bepcns 4.22

Elcomsoft Distributed Password Recovery —
BbICOKOMPOM3BOANTENbHOE PELLEHNE /151 BOCCTAHOBNEHMS
[OCTYMA K LUMPOKOMY CMEKTPY 3aLUMLLEHHbIX AaHHbIX.

KpaTkuin 0630p

B 06HOBNEHUW NUHENKM NPOAYKTOB «3NKOMCOMT» A1 BOCCTAHOBMEHWS Naposieli U paclundpoBKu
AaHHbIX JobaBNeHa noaaepxKa 3almndpoBaHHbIX aMCcKoB B popmate LUKS, snstowierocs
CTaHpapToM WwindpoBaHns B Linux. OBHOBNEHHbIE MHCTPYMEHTLI paboTatoT BMecTe, 4TObbI
naeHTMdULMPOBaTL 3aWwmndpoBaHHbIE pa3aesibl, M3BNeKaTb MeTaflaHHble WNhPOoBaHMSA U 3amnycKaTb
nosiHoMaclTabHyo aTaKy Naposis ¢ yckopeHnem Ha GPU.

Ba)KHble M3MEHEeH WS

V13BneveHme meTagaHHbix LUKS nyTem 3arpy3ku ¢ hnsl-HakonmuTens ]
B Elcomsoft System Recovery (ESR) po6aBneHa BO3MOXHOCTb U3B/IEYEHNS METAfAHHbIX
wndposBaHuma LUKS HenocpeaCcTBEHHO C KOMMbIOTEPA NOL03PEBAEMOrO NPU 3arpy3Ke ¢

USB-HakonuTens, CO3gaHHOro HOBOWM BEPCUEN NPOoayKTa.

V13BneveHre metagaHHbix LUKS ¢ guckoB 1 06pa3oB AMCKOB

o Elcomsoft Forensic Disk Decryptor (EFDD) no3BonsieT n3Bfie4b U COXPaHUTb MeTafaHHble
wundpoBaHuma LUKS ¢ nogKNOYEHHbIX K KOMNbIOTEPY UCCefoBaTeNs AVCKOB,

== HeobxoanMble ans nocneaytowero nepebopa napons B Elcomsoft Distributed Password
Recovery.

BoccTaHoBneHue naponeit K LUKS

Hoas Bepcus Elcomsoft Distributed Password Recovery (EDPR) no3BonsieT npoBecTu
MosIHOMACLUTabHY0 aTaKy C Lie/1blo BOCCTAHOBNEHUS Napons K 3alinbpoBaHHOMY AUCKY
C MCNOJIb30BaHMEM OHOTO UJIM HECKOJIbKNX rPachUyeCKmX YCKOpUTENEN.


https://www.elcomsoft.com/esr.html
https://www.elcomsoft.com/efdd.html
https://www.elcomsoft.com/edpr.html
https://www.elcomsoft.ru/esr.html
https://www.elcomsoft.ru/esr.html
https://www.elcomsoft.ru/efdd.html
https://www.elcomsoft.ru

CnuCcoK BCex M3MeHeHu B obHoBneHnax ESR 7.06, EFDD 2.13 n EDPR 4.22:

® [obaBneHa nogpepxka wugpoaHus LUKS
® Menkue ncnpasieHns OWNBOK 1 yNyYLWEHU NPOU3BOAUTENBHOCTH
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Exctract cryptographic keys from memory image

®Eutract/prepare data for further password recovery

Extract data For further password recovery in Elcomsoft Distributed
Recovery

() pump physical memory

Dump memory of current Windows system For Further searching For
keys (requires Administratar privieges)
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Create partable version to run the program From removable media
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[lanbHelwre 0encTBus

1. BceMm akTuBHbIM Nonb3oBaTensam Elcomsoft System Recovery npegnaraetcs 3arpy3untb HOBYHO
BEPCUIO NPOAYKTA, BBEASA AENCTBYIOLMIA PErMCTPALMOHHBIN K04 B OHNanH-popme
https://www.elcomsoft.com/key.html.

2. BceM akTMBHbIM Nosib3oBaTtensiM Elcomsoft Distributed Password Recovery npegnaraetcs 3arpysuTb
M YCTaHOBUTb ANCTPUOBYTUB HOBOW BEPCUM CO CTPaHMLLbI NpoayKTa. NpsiMast CCbiIKa Ha CKaunBaHMe:
https://www.elcomsoft.com/download/edpr_setup_en.msi.

3. Bce akTuBHbIe Nonb3oBaTenu Elcomsoft Forensic Disk Decryptor MoryT cka4yaTb akTyanbHyto
BEPCUIO CO CTPaHULbI NpoayKTa. [psiMas cCcbiika Ha CKavMBaHue:
https://www.elcomsoft.ru/download/efdd_setup_en.msi.

4. Tonb3oBaTenu,y KOTOPbIX UCTEK CPOK AENCTBUSA IULEH3MM NMPOJYKTA, MOTYT NPOAANTb CBOKO
NMLEH3MIO MO COOTBETCTBYIOLLEN LIEHE, KOTOPYHO MOXHO Y3HaTb, BBEAA PErMCTPALMOHHBIN K/1tOY B
OHNanH-opme https://www.elcomsoft.com/key.html.

CBSHKMTECh C HAMM MO 3N1EKTPOHHOM noyTe sales@elcomsoft.com gna nonyyeHus 6onee nogpobHom
NMHdopMaL My N0 06HOBNEHNIO NN MPOAJIEHNIO TNLEH3UN.
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